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About this information product

Purpose

This is theTools and Troubleshooting Guider the Alcatel-Lucent Security

Management Server (SMS) and the Alcatel-LucéRIN Firewall Brick® Security
Appliance. While the heart of this manual explains how to use the command line
interface for the SMS and the Brick, we have expanded it to provide the reader more
information on the other tools included with the product as well as a basic introduction
to troubleshooting the system.

Reason for reissue

Updated with information for Release 9.1.

How this document is organized

260-100-020R9.1

There are three sections to this guide:

e SMS Command Line Interface (CLI)

e SMS Tools and Troubleshooting Resources
e Brick CLI

The SMS command line interface provides administrators with an alternative to the
SMS graphical user interface (GUI). It allows administrators to perform many - but not
all - of the tasks they ordinarily perform from the GUI by executing typed commands
and scripts instead.

In the tools and troubleshooting section, we explore recovery of individual items in the
database, database utilities as well as a summary of the troubleshooting tools available
within the product.

The Brick CLI provides administrators with a means of directly querying the Brick for
diagnostic and troubleshooting purposes. This interface is especially useful when
communication between the Brick and the SMS is severed. There are a variety of
methods available to the administrator to access the Brick console, both directly and
remotely.
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How to comment

To comment on this information product, go to t@aline Comment Form
(http://www.lucent-info.com/comments/enust e-mail your comments to the
Comments Hotline (comments@alcatel-lucent.com).
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1 Introduction to the SMS CLI

Overview

Purpose

This chapter provides an introduction to the Alcatel-Lucent Security Management
Server (SMS) Command Line Interface (CLI).

Purpose of the CLI

The CLI is an alternative to the SMS graphical user interface (GUI). It enables
administrators to log into the SMS and perform administrative tasks using typed
commands instead of the graphical components of the GUI.

If you decide to use the Command Line Interface, you will not be able to perform all
the tasks that an administrator has to perform. However, administrators will be able to:

260-100-020R9.1
Issue 7, August 2009

Make changes to existing Alcatel-LuceviPN Firewall Brick® Security Appliance
Policy Assignments

Review their group security policy and create, edit, and delete all of the following:
— Brick zone rulesets

— Host groups

— Service groups

— Dependency masks

— Application filters

Run commands to create, edit, and delete a Brick, as well as commands to control
a Brick, such as apply a policy, reboot, download software, rehome, failover, and
refreshmac.

Make VPN changes to create, edit, delete, enable, and disable Client and

LAN-to-LAN tunnels, and saving tunnel information (output of CLI commands)
into files for subsequent reuse.

Important! This manual explains how to use the command line interface to
perform specific administrative tasks. It does not describe these tasks in detail or
explain when or why they need to be performed.



Introduction to the SMS CLI Overview

If the significance of a task is not clear, you need to consult the appropriate manual
for a more comprehensive discussion of the task.

Supported Brick devices

Contents

The following available Brick models are supported by the current SMS release:

Model 20 Brick device

Model 50 Brick device

Model 80 Brick device

Model 150 Brick device

Model 350 Brick device

Model 500 Brick device

Model 1100/1100A Brick device

Model 700 Brick device

Model 1200 Standard and HS Brick devices

Some of the above Brick device models require a specific patch of the current SMS
release in order to be fully supported. For details about the SMS patch release required
for a specific Brick device model, refer to théser's Guidefor the Brick device model

or contact your Alcatel-Lucent customer support team representative for more details.

How to Access the SMS Command Line 1-3
How the Command Line Works 1-5

260-100-020R9.1
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Introduction to the SMS CLI

How to Access the SMS Command Line

Overview

The SMS command line interface can be accessed directly from the machine running
the SMS application, or by logging into the machine remotely using a utility such as
Telnet or SSH. The appropriate service (telnet or ssh) needs to be started on the SMS
host.

Important! Telnet service is not as secure, as all of the information is transmitted
in clear text. The use of a more secure communication method like SSH is highly
recommended.

Before you Begin

260-100-020R9.1

Before accessing the command line interface, you should make certain that the
appropriate paths and permissions have been set so that the commands execute
properly from any directory in your system.

The procedure for doing this differs on machines runningWhedow® and Solaris®
operating systems.

Windows®

On machines running th&/indow® 2000 Professional, 2000 Server, XP Professional,
or Server 2003 operating systems, you have to add the SMS root directory to your
path. To do this, execute the following command:

SET PATH=%PATHZ%;<SMSRootDir>

where<SMSRootDir> is the full pathname of your SMS root directory. For example, if
your SMS root directory i€:\users\isms\Imfyou would execute this command:

SET PATH=%PATH%;c:\users\isms\Imf

If you do not set the Windows path, you will have to change directory manually before
issuing thelsmslogon command.

Solaris®

On a machine running th8olaris® operating system, the root administrator has to
make sure the files generated by the command line interface(isaepter 3, “SMS CLI
Files”) are placed in a directory in which all command line interface users have read
and execute privileges.

In addition, all command line interface users should be instructed to add this directory
to their paths by executing the following command:

PATH=$PATH:<directory_name>

where<directory_name> is the name of the directory containing the generated files.

Issue 7, August 2009



Introduction to the SMS CLI How to Access the SMS Command Line

Important! When a user specifies a directory as an argument td ¢helogon
command, that directory is created relative to the current directory. Remember to
supply the complete path to insure that you are accessing the directory you really
want, and avoid the proliferation of similarly named directories throughout the
directory tree.

Access the Command Line Interface

You can access the command line interface from the host running the SMS and from a
remote machine.

SMS Host

If you are sitting at the host running the SMS, you can access the command line
interface by:

e Opening a Command Prompt windoWindow®) or X-term window Solaris®),
and

e Executing thelsms1ogon command (se€hapter 2, “SMS CLI Commandyg”
Remote

If you are logged into the machine remotely using Telnet or SSH, you can execute the
Tsmslogon command from the Telnet or SSH window.

A Telnet or SSH utility is provided with botkVindow® and Solaris®. To run Telnet or
SSH undeMWindow#®, selectRun from the Windows Start menu. In th@pen: field of
the Run pop-up window entereInet or ssh, followed by the path to the appropriate
machine and directory.

Important! Window® 2000 provides an inbound Telnet or SSH capability, while
Window® NT does not. To Telnet or SSH into\Window® machine running the
SMS software you must install a third-party Telnet or SSH server.

For security purposes, it is recommended that a secure remote access terminal
program such as SSH, rather than telnet, be used to provide access for command
line interface functions.

]

1-4 260-100-020R9.1
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Introduction to the SMS CLI

How the Command Line Works

Overview

Commands

The SMS command line interface allows Administrators to perform many of the tasks
they ordinarily perform using the graphical user interface on the SMS.

These tasks can be performed by executing individual commands from the command
line interface, or by embedding these commands in scripts and executing the scripts.

The advantage of a script is that it allows you to execute multiple commands in a
single action and can be used for automating complex functions in SMS.

The command line interface consists of thens1ogon command and several other
SMS commands.

To execute all of these commanesceptlsms1ogon, you must precede the command
(which can be one or two words) with the character string:

Tsmscmd

as in:

lsmscmd gotogrp

or:

Ismscmd 1ist brickruleset

Once an SMS command is executed, the results of the command are reported and you

are returned to the control of the operating system. This means you are free to issue
another SMS command, or another operating system command.

You can execute a script, or open and use a text editor, and then return to the
command line interface and execute another SMS command. You can continue in this
mode until you log out and terminate the session.

All SMS commands from the same session must be executed from the same window.

Types of Commands

260-100-020R9.1

The commands can be grouped into the following categories.
Access Commands

The access commands drens1ogon and1smscmd logout. To begin a command line
interface session, entésms1ogon, followed by the Admin ID, destination directory for
generated files, and the password.

To end the session, execute thanscmd 1ogout command. See the detailed
description of the command unddogout” (p. 2-82)in Chapter 2, “SMS CLI
Commands”

Issue 7, August 2009
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Help Command

The 1smscmd help command displays a list of the other commands and provides a
description of the syntax of each command.

Administrator Commands

These commands can be grouped according to the SMS entity they effect: Brick, Brick
ruleset, group, host group, service group, or dependency mask. The commands are
briefly described in the following table:

Entity Command Description
Application Filter add applicationfilter Adds a new application filter
Commands which then may be included as

part of a service group.

delete applicationfilter Deletes the application filter
specified in the command.

list applicationfilter Lists the contents of the
application filter specified in the
command.

save applicationfilter Saves the application filter

specified in the command.

1-6 260-100-020R9.1
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How the Command Line Works

Entity

Brick Commands

Command

add brick

apply brick

boot brick

bootgroup

delete brick

download brick

failover brick

list brick

rehome brick

save brick

Description

Adds a new Brick to the SMS
database.

Applies any changed rulesets to
their assigned ports on the
specified Brick in your current

group.

Allows an administrator to reboot

a Brick from the command line

Reboots all Bricks in the curren
group.

Deletes a Brick from the SMS
database.

Updates Brick software after an
SMS software upgrade.

Initiates failover of a failover
Brick pair.

Writes the contents of a specifie
Brick to a file.

In a redundant SMS
configuration, this command
reassigns management of a
specific Brick to the other SMS
of the pair.

Saves the contents of the Brick
file back into the SMS database

260-100-020R9.1
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How the Command Line Works

Entity

Brick Ruleset
Commands

Dependency Mask
Commands

Command

add brickruleset

apply brickruleset

delete brickruleset

list brickruleset

save brickruleset

add dependency masks

delete dependency
masks

list dependency masks

save dependency masks

Description

Adds a Brick ruleset to the
current group.

Compiles and applies the security

policy to any Brick ports that
have older versions of the
specified Brick ruleset in your
current group.

Deletes the specified Brick
ruleset from the current group.

Retrieves the specified Brick
ruleset and stores the informatio
in a file with the name of the
Brick ruleset on the machine
running the SMS.

Saves the specified Brick rules
in the current group.

Adds a dependency mask wit
the specified name to the curren

group.
Deletes the specified dependend
mask from the current group.

Retrieves the specified
dependency mask and stores th
information in a file with the
name of the dependency mask ¢
the machine running the SMS.

Saves the specified depende
mask in the current group.

260-100-020R9.1
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Introduction to the SMS CLI How the Command Line Works

Entity Command Description
Host Group Commands add hostgroup Adds a host group with the
specified name to the current
group.
delete hostgroup Deletes the specified host group

from the current group.

list hostgroup Retrieves the specified host
group and stores the information
in a file with the name of the
host group on the machine
running the SMS.

save hostgroup Saves the specified host group in
the current group.
Service Group add servicegroup Adds a service group with the
Commands specified name to the current
group.
delete service group Deletes the specified service

group from the current group.

list servicegroup Retrieves the specified service
group and stores the information
in a file with the name of the
service group on the machine
running the SMS.

save servicegroup Saves the specified service group
in the current group.

Group Commands apply group Applies all changed policies,
devices, and rulesets for a given
group.

gotogrp Changes the group the

administrator is working in to the
specified group.

list current group Echoes back the group that the
administrator is currently
working in.
260-100-020R9.1 1-9
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How the Command Line Works

Entity

VPN Commands

Command

list brickteps

list clienttunneldefaults

save clienttunneldefaults Saves the default Client tunne

list clienttunnel

list unusedclientteps

save clienttunnel

add clienttunnel

delete clienttunnel

enable clienttunnel

disable clienttunnel

list
lan2lantunneldefaults

save

lan2lantunneldefaults

list lan2lantunnel

save lan2lantunnel

add lan2lantunnel

delete lan2lantunnel

enable lan2lantunnel

Description

Lists all the tunnel endpoints of
a given Brick to the console.

Retrieves the default Client
tunnel configuration to a file.

configuration back to the SMS.

Retrieves the specified Client
tunnel configuration to a file.

Lists all the tunnel endpoints o
a given Brick that are not used i
any existing Client tunnel. The
results are displayed on the
console.

Save the specified Client tunne

configuration back to the SMS.

Creates a new Client tunnel wit
the given name to the SMS.

Deletes the specified Client
tunnel from the SMS.

Enables the specified Client
tunnel in the SMS.

Disables the specified Client
tunnel in the SMS.

Retrieves the default
LAN-to-LAN tunnel
configuration to a file.

Saves the default LAN-to-LAN
tunnel configuration back to the
SMS.

Retrieves the specified
LAN-to-LAN tunnel
configuration to a file.

Saves the specified LAN-to-LA
tunnel configuration back to the
SMS.

Creates a new LAN-to-LAN

tunnel with the given name to the

SMS.

Deletes the specifiied

SMS. Issue 7, August 2009

Enables the spedified
LAN-to-LAN tunnel from the
SMS.

—

h

N



Introduction to the SMS CLI How the Command Line Works

Entity Command Description

disable lan2lantunnel Disables the specified
LAN-to-LAN tunnel
from the SMS.

Files
The 1ist commands retrieve information from the SMS and save it in one or more
files on the machine running the SMS. These files are put in the directory that you
specify, either when you log in or when you execute the command.
The files that are produced are ASCII files that can be edited using any standard text
editor, such as Notepad on Windows or vi on Solaris. To make changes to a file:
o Edit the appropriate file using a text editor.
e Save the file in the SMS (using theave commands).
e Load or apply the file to the brick (using theply brick
orapply brick ruleset commands).
Examples
There are many kinds of tasks you can perform using the command line interface. The
following are just a few examples:
e You can execute &ist hostgroup command, and then edit the resulting host
group file.
e You can execute aist brick command, and then edit the resulting brick file to
add one or more new port assignments.
e You can write a script containing both SMS and non-SMS commands.
This script could include:
— An 1smslogon command to begin the session,
— List commands to create the appropriate files,
— Non-SMS commands to edit the files,
— Apply commands to apply the results to a Brick, and
— A logout command to terminate the session.
O
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2 SMS CLI Commands

Overview

Purpose

This chapter describes the commands that can be executed from the SMS command
line interface.

The commands are listed in alphabetical order. For each command, the chapter
provides an overview, a description and explanation of the format, and examples.

All the commands in this chapter — except th@ns1ogon command — must be
preceded by the keywortkmscmd and a space.

Objectives

This chapter provides information to do the following:

1.

260-100-020R9.1
Issue 7, August 2009

Execute tha@smslogon and1ogout commands to begin and end a command line
session.

Execute thene1p command to display a description of the syntax of each
command.

Execute theadd hostgroup, delete hostgroup, 1ist hostgroup, and
save hostgroup commands to add, delete, and save host groups, as well as list all
available host groups.

Execute thedd servicegroup, delete servicegroup, 1list servicegroup,
andsave servicegroup commands to add, delete, and save service groups, as
well as list all available service groups.

Execute the

add dependencymasks, delete dependencymasks, 1ist dependencymasks,
andsave dependencymasks commands to add, delete, and save dependency
masks, as well as list all available dependency masks.

Execute thedd brickruleset, delete brickruleset, 1ist brickruleset,
andsave brickruleset commands to add, delete, and save brick zone rulesets, as
well as list all available brick zone rulesets.



SMS CLI Commands Overview

7. Execute thedd brick, delete brick, 1ist brick, and save brick commands
to add, delete, and save Brick devices. Executeaflpdy brick command to
apply policy information to a specified Brick. Execute thiest brickstatus
command to obtain a list of Bricks and their current state. Execute the
apply brickruleset command to apply a ruleset to all ports with that ruleset
assigned.

8. Execute thgjoto group command to administer a different group, and execute the
Tist group command to see the current group that is being administered.

9. Add, delete, list, and save application filters.

10. List, save, delete, enable, and disable Client and LAN-to-LAN tunnels and list
tunnel endpoint information.

Saving the location of all object configuration files via CLI commands

Contents

When you add an object (such as a Brick, Brick zone ruleset, service group, domain
name group, application filter, host group) usingaata command, the folder/subfolder
location of that object’s configuration file is automatically stored ifoddername field

of the file itself. If you subsequently make modifications to the object’s configuration
file and save those changes usingaae command, or later display the contents of a
specific object’s configuration file using & st command (for example,

Tsmscmd 1ist applicationfilter smtpDefault), the subfolder information about
where that file is located is preserved in thel dername field of the file.

If an object’s file has been saved to its respective “root” directory, (for example, if the
named Brick is still stored under thH2evices/Brickdolder, instead of a subfolder
underDevices/Bricky the foldername field will be blank in the configuration file.

If the object is later modified and saved to a new folder/subfolder location, the
folder/subfolder information will automatically be updated in the object’'s configuration
file.

For additional details about the CLI files for objects in the SMS database, refer to
Chapter 3, “SMS CLI Files”

add applicationfilter 2-5
add brick 2-6
add brickruleset 2-27
add clienttunnel 2-28
add dependencymasks 2-29
add domainnamegroup 2-30
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add hostgroup 2-31
add lan2lantunnel 2-32
add servicegroup 2-33
apply brick 2-34
apply brickruleset 2-35
apply group 2-36
boot brick 2-37
bootgroup 2-38
delete applicationfilter 2-39
delete brick 2-40
delete brickruleset 2-41
delete clienttunnel 2-42
delete dependencymasks 2-43
delete domainnamegroup 2-44
delete hostgroup 2-45
delete lan2lantunnel 2-46
delete servicegroup 2-47
disable clienttunnel 2-48
disable lan2lantunnel 2-49
download brick 2-50
downloadgroup 2-52
enable clienttunnel 2-53
enable lan2lantunnel 2-54
failover brick 2-55
gotogrp 2-56
help 2-57
list applicationfilter 2-59
list brick 2-61
list brickruleset 2-63
list brickstatus 2-65
list brickteps 2-67
list clientlicenselimits 2-68
260-10002091 2-3
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Overview
list clienttunnel 2-71
list clienttunneldefaults 2-72
list current group 2-73
list dependencymasks 2-74
list domainnamegroup 2-75
list groups 2-76
list hostgroup 2-77
list lan2lantunnel 2-78
list lan2lantunneldefaults 2-79
list servicegroup 2-80
list unusedclientteps 2-81
logout 2-82
Ismslogon 2-83
refreshmac brick 2-86
rehome brick 2-87
save applicationfilter 2-88
save brick 2-89
save brickruleset 2-90
save clientlicenselimits 2-91
save clienttunnel 2-92
save clienttunneldefaults 2-93
save dependencymasks 2-94
save domainnamegroup 2-95
save hostgroup 2-96
save lan2lantunnel 2-97
save lan2lantunneldefaults 2-98
save servicegroup 2-99
L]
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add applicationfilter

Overview

The add applicationfilter command adds a new application filter which then may
be included as part of a service group.

Format
The format of theadd applicationfilter command is:
Tsmscmd add applicationfilter <application filter name> [folder name]

where:

e <application filter name> is the name of the new application filter. This
arguement is required.

e [folder name] is the name of the folder into which you would like the brick
ruleset added. This argument is optional.

Explanation

An application filter allows additional application layer validation, inspection and
access control on the Brick.

Example
1sms add applicationfilter H323

This command creates an application filter called H323.
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add brick

Overview

Format

Explanation

The add brick command creates a new Brick, based on user-specified configuration
information provided in a file, in the SMS database.

The format of theadd brick command is:
1smscmd add brick <filename>

where:
e <filename> is the name of the configuration file for the Brick being created.

Use theadd brick command to add a new Brick instance to the SMS database.

Executing this command is equivalent to right-clicking on the Bricks folder, selecting
New Brick from the pop-up menu, completing the GUI fields, and selecBage.

All of the configuration information for a Brick is specified in a file. The name of the
file is <filename> and is located on the SMS in the directoryli
dir>/<group>/Devices/Bricks</Folderl/SubFolderl>yhere<cii dir> is given as an
argument to the Ismslogon commanrd,oup> is the current group that you are in
when executing thadd brick command/Devices/Brickss the path to the object
folder where the file is located. A Brick instance may be added and saved to a
folder/subfolder belowDevices/Bricksthis folder/subfolder path information is saved
in the Brick’s configuration file. By default, the group sgstem .

Data in the Brick configuration file is organized in<kaame>=<value> format. To
specify table data, an index is added to the name to specify the row in the table to
which it applies.

Only one name/value pair exists per line. The order of the lines do not affect the
execution of the command.
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The following table describes each name/value pair that is defined in the file for a new

Brick:

Field

Explanation

foldername

This field indicates the path to the folder/subfolde
where the named entity is saved (i.e.,
foldername=folderl/subfolderl). If this field is left
blank, the named entity is saved in its respective
root folder.

-

name=<brick name>

The name of the Brick that appears in tBack
Name field on the Brick tab. You cannot modify
the name of a Brick.

firewalllP= <IP address|”” >

The Brick IP address that in thgrick IP Address
field on the Brick tab. It may be blank if the

Addressing Method is not a static address. The IP
address of a Brick cannot be modified.

mobile=true|false

This corresponds to the checkbox labeled
Dynamically Learn Address that appears on the
Brick tab. The valuarue is equal to a checked
checkbox.

gateway=<IP
Address|dhcp|pppoel [pppoeZ>

The gateway IP address that appears in the SMS
GUI in the Gateway IP Address field on the Brick
tab. This field may be blank. If the radio button for
the Brick/Gateway IP Addressing Method is set for
DHCP, then this field isdhcp . If the radio button is
set for PPPOE #1, then this field is pppoel. If the
radio button is set foPPPOE #2, then this field is

pppoe2.

description=<one Tine
description>

The description that appears in tbescription field
on the Brick tab. This field is optional.
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Field

Explanation

showVLANView=true|false

This corresponds to the checkbox labeledays
Show VLAN Information on the Brick tab. The
value true is equal to a checked checkbox. This
field is used to indicate if VLAN-specific
information should be displayed on the SMS GUI
or exposed in the CLI file. Once this field is set to
true, it cannot be changed back false. If set to
false, the following fields are not displayed by the
1ist brickcommand (inputting the fields
manually has no effectyLANDomain,
VLANMembership, receiveFormat, transmitFormat
partitionCount, partitionName, partitionVLANID,
zoneVLANID, sourcePartition, nextHopPartition,
allowBridgedVLANs

v

timeOffsetFromSms=number>

This is the time offset that appears in tB#1S
Relative Time Offset field on the Brick tab. The
value range is from24 to 24 and can accept
decimal values (exampl&.5).
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Field Explanation

brickType=<brick type> This is the Brick type that appears in tiBeick
Type field on the Brick tab.

The <brick type> value is as follows for each
Model Brick:

microbrick for the Model 20 or 50

brick for the Model 80, 150, or 201
brick300for the Model 300 (unsupported)
brick350for the Model 350

brick500 for the Model 500 (unsupported)
brick700for the Model 700 (0/0/8/0)

brick1000for the Model 1000 (9/2/0)
(unsupported)

brick1000Bfor the Model 1000 (7/2/0)
(unsupported)

brick1000Cfor the Model 1000 (5/4/0)
(unsupported)

brick1100Afor the Model 1100 (7/0/13)
brick1100Bfor the Model 1100 (7/4/1)
brick1100Cfor the Model 1100 (7/6/1)
brick1200Afor the Model 1200 (0/0/8/2)
brick1200Bfor the Model 1200 (0/0/14/6)

stickiness=<number in secs> This field corresponds to theehome Delay field

on the Brick tab. If the checkbox label&Ehome

If Higher Priority SMS or LSCS Is Available is
unchecked, then this field should have the vatue
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Field

Explanation

priorityLsMSIPIP=<IPaddress,
...>adminServerlP=<IP
address,...>

adminServerGateway=
<default|/IPaddress,...>

adminServerName=name, . ..>
adminServerTypex<type,...>

adminServerAssocSMS=
<assocSMS,...>

These fields contain comma-separated lists of th
information found in the Home SMS/Compute
Server Priority table on the Brick tab of the Brick
Editor. The order of the comma-separated items
corresponds to the order in which the SMSs appear
in this table.priorityLsMSIP is the private or
public address of the SMS as defined in the SMS
Editor. If a modified address is required to contac
the SMS from the Brick, the modified address is
specified in theadminServerIP field. If a
modified address is not requireddminServerIP
contains the same value asioritySMSIP. If a
different gateway than the one specified in the
“gateway” field is required to contact the SMS, this
address is specified iadminServerGateway. If

the Brick can use the IP address specified in the
“gateway” field, adminServerGateway contains
the keyworddefault. adminServerName
adminServerType, andadminServerAssocSMS
contain the server names, types, and associated

D

—

SMSs that correspond to the IP address(es) listed in

the prioritySMSIP field. These last three fields
are returned by théist brick command, but

they cannot be modified, so they are not required
in the add or save commands. If the
adminServerIP address is not in the range of one
of the VLANSs assigned to the local partition, an |
address must be specified in the gateway field.

)
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Field

Explanation

brickInterfaceCount

In the following fields that refer to
brickinterfaceCount , the value of this field is
derived from brickType as follows:

if brickType is microbrick, brickinterfaceCount=4

if brickType is brick, brickinterfaceCount=5

if brickType is brick350, brickinterfaceCount =9

if brickType is brick1000A, brickinterfaceCount =8
if brickType is brick1000B, brickinterfaceCount =10
if brickType is brick1000C, brickinterfaceCount =12
if brickType is brick1000D, brickinterfaceCount =21
if brickType is brick1100B, brickinterfaceCount =13
if brickType is brick1100C, brickinterfaceCount =15

if brickType is brick1200A, brickinterfaceCount =
21

if brickType is brick1200B, brickinterfaceCount= 11

interfaceName[i]= <port name>

i is in the range o0..brickinterfaceCount-1 . This
field corresponds to theort field on the Physical
Ports tab of the Brick Editor.

aggregatePort[i]= <port name>

i is in the range oD..brickinterfaceCount-1 . This

field corresponds to theggegate With field on the
Physical Ports tab of the Brick Editor. This field i
optional.

("2

portDescription [i]= <one Tine
port description>

i is in the range oD..brickinterfaceCount-1 . This
field corresponds to the Description field on the
Physical Ports tab of the Brick Editor.

VLANDomain[i]= <vian
domain>

i is in the range oD..brickinterfaceCount-1 . This
field corresponds to the VLAND Domain field on
the Physical Ports tab of the Brick Editor.
showVLANView must be checked to see this field
on the SMS GUI.

defaultVLANID[i]= <vTlan id
or range>

i is in the range oD..brickinterfaceCount-1 . This
field corresponds to th®efault VLAN ID field on
the Physical Ports tab of the Brick Editor.
showVLANView must be checked to see this field
on the SMS GUI. In the CLI file, this field can be
cross-referenced with the VLANID field to
determine the IP Address/MaskL(ANipAddress )
assigned to each Ethernet poiritérfaceName ).
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Field

Explanation

VLANMembership[il=<vian id
or range>

iis in the range o0..brickinterfaceCount-1 . This
field corresponds to th¥LAN Membership field on
the Physical Ports tab of the Brick Editor.
showVLANView must be checked to see this field ¢
the SMS GUI.

receiveFormat [i]= <Untagged |
802.1Q | Any>

i is in the range oD..brickinterfaceCount-1 . This
field corresponds to th&eceive Format field on
the Physical Ports tab of the Brick Editor.
showVLANView must be checked to see this field
on the SMS GUI.

transmitFormat[i]= <Untagged
| 802.1Q | Any>

i is in the range oD..brickinterfaceCount-1 . This
field corresponds to th&ransmit Format field on
the Physical Ports tab of the Brick Editor.
showVLANView must be checked to see this field
on the SMS GUI.

dhcpRequest[i]=true | false

i is in the range oD..brickinterfaceCount-1 . This
field corresponds to the checkbox labeled
Send/Receive DHCP request on this port on the
Physical Ports tab of the Brick Editotrue means
that the checkbox is checked.

enableQOS]Ji]=true | false

i is in the range oD..brickinterfaceCount-1 . This
field corresponds to the checkbox labeled Enable
Port Bandwidth Parameters on the Physical Ports
tab of the Brick Editortrue means that the
checkbox is checked.

transmitBitRate[i]=
<number>B[K[IM|G

i is in the range oD..brickinterfaceCount-1 .
B=Bits/sec

K=Kilobits/sec

M=Megabits/sec

G=Gigabits/sec

This field corresponds to th&ansmit Bandwidth
field on the Physical Ports tab of the Brick Editor
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Field Explanation
receiveBitRAte[i]=<num i is in the range oD..brickinterfaceCount-1 .
ber>B|K|M|G B=Bits/sec

K=Kilobits/sec
M=Megabits/sec
G=Gigabits/sec

This field corresponds to thReceive Bandwidth
field on the Physical Ports tab of the Brick Editor

interfaceMode[i]= <auto i is in the range oD..brickinterfaceCount-1 .

[100BASE-TXFD [ 100BASE-TX | This field corresponds to the Mode field on the

| 10BASE-TFD | 10BASE-T | Physical Ports tab of the Brick Editor. The values
1000BASE-FXFDFC | are as follows:

1000BASE-FXFDnoF>
auto =Auto

100BASE-TXFD=100Mb Full Duplex
100BASE-TX=100Mb Half Duplex
10BASE-TFD=10Mb Full Duplex
10BASE-T=10Mb Half Duplex

1000BASE-FXFDFC=1000Mb Full Duplex - Flow
Control On

1000BASE-FXFDnoFC =1000Mb Full Duplex - Flow
Control Off

The last two choices are for Gigabit ports only.

enableJumboFrame[i]=true|false| i is in the range oD..brickinterfaceCount-1 .

This field corresponds to the field label&hable
Jumbo Frames on the Physical Ports tab of the
Brick Editor. true means Yes. This field is only
visibile for Gigabit ports on the SMS GUI.

mtuli]= <512-1500> i is in the range oD..brickinterfaceCount-1 .

This field corresponds to th®ITU field on the
Physical Ports tab of the Brick Editor. This field
may be blank. MTU can be larger than 1500 if
Jumbo Frames is enabled.

ignoreHeartBeatFailures[i]= i is in the range oD..brickinterfaceCount-1 .

true|false This field corresponds to the checkbox labeled
Ignore heartbeat failures on this link  on the
Physical Ports tab of the Brick Editotrue means
that the checkbox is checked.
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Field

Explanation

brickVLANIPCount=<number
of VLAN/IP assignments>

This count is the number of rows on the VLAN/IP
Assignment tab. This tab is only displayed if
showVLANView is checked.

VLANIDJ[i]= <vian id>

i is in the range oD..brickinterfaceCount-1 .

This field corresponds to the the AN ID field on
the VLAN/IP Assignment tab of the Brick Editor.
In the CLI file, this field can be cross-referenced
with the defaultVLANID field to determine the IP
Address/Mask {LANipAddress ) assigned to each
Ethernet port iaterfaceName ).

VLANipAddress[i]=<IP
address mask> | dhcp |
pppoel | pppoeZ2

i is in the range oD..brickinterfaceCount-1 .

If showVLANView is true, this field corresponds to
the IP Address/Mask field on the VLAN/IP
Assignment tab of the Brick Editor; otherwise, it
corresponds to thé® Address/Mask field on the
Physical Ports tab of the Brick Editor.

allowBridgedVLANs=true|false

This field corresponds to the checkbox labeled
Bridge VLANs in same partition with same IP
Address/Mask at the bottom of the VLAN/IP
Assignment tab of the Brick Editotrue means that
the checkbox is checked.

partitionCount= <number of
partitions>

This count is the number of rows on the Partitions
tab of the Brick Editor. This tab is only displayed
if showVLANView is checked.

partitionNam [i]= <partition>

i is in the range oD..brickinterfaceCount:.

This field corresponds to the Partition field on the
Partitions tab of the Brick Editor.

partitionVLANID[i]= [Tocal,]
<vlan id | comma separated
list | range>

i is in the range oD..brickinterfaceCount-1 . This
field corresponds to th&LAN IDs field on the
Partitions tab of the Brick Editor. Addinfpcal to
the list of vlan ids is equivalent to checking the
Local Partition for SMS Communication  checkbox
in the Brick VLAN Partition Editor.

localPartition= <partition>

This field corresponds to the partition name that
assigned as theocal Partition for SMS
Communication . If no partition in the list has this
checkbox explicitly checked, then thecalPartition
is *Default. Only one partition can be the local
partition.
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Field

Explanation

zonelnterfaceCount=<number
of policy assignments>

This count is the number of rows on the Policy
Assignment tab of the Brick Editor. There can be
more than one entry per port. The first row, the o
with the firewall zone on the local port and an
index of 0, cannot be modified.

interfaceNumber([i]= <index of
interfaceName>

i is in the range oD..brickinterfaceCount-1

The value of this field indirectly determines the
Port field on the Policy Assignment tab (Basic
tab). It is the index (row) into the Brick Interface
table that is used here in the Zone interface. The
Policy Assignment tab PortrterfaceName
[interfaceNumber [i]].

policy[i]= <zone ruleset>

i is in the range of..zonelnterfaceCount-1 . This
field corresponds to the Zone Ruleset field on thé
Policy Assignment tab of the Brick Editor (Basic
tab).

virtualBrickAddressJi]= <IP
address | dhcp | pppoel |

pppoe2

i is in the range o0..zonelnterfaceCount-1 .

This field corresponds to th&unnel

Endpoint/Virtual Brick Address  field on the Policy
Assignment tab (Basic tab). Note: the TEP/VBA
Addressing Method radio buttons are encoded as
values in this field.

matchVBAPackets[i]=true|false

i is in the range oD..zonelnterfaceCount-1 . This
field corresponds to the checkbox labelgdtch
Packets to or from this VBA on the Policy
Assignment tab ->Basic talrue means that the
checkbox is checked.

zonelPHost[i]= <host group>
zonelPAddressOrRange [i]<IP
address | range| subnet
mask [ *>

i is in the range oD..zonelnterfaceCount-1 .

These fields correspond to th#osts Behind
Tunnel/Zone IP Adddresses field on the Policy
Assignment tab—> Basic tab. If one is filled in,
the other is blank.

localPresenceHost[i]=<host
group> localPresenceOrRange
[l]l= <IP adddress | range |
subnet mask>

i is in the range oD..zonelnterfaceCount-1 .

These fields correspond to thecal Map
Adddresses field on the Policy Assignment tab

—>Basic tab. If one is filled in, the other is blank.

ne

v

vl
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Field

Explanation

vpnCertificate[i]=
<certificate>

i is in the range oD..zonelnterfaceCount-1

This field corresponds to thePN Certificate field
on the Policy Assignment tab —> Basic tab. It m
be blank.

defaultAuthServiceli]=
<authentication service>

i is in the range o0..zonelnterfaceCount-1 .

This field corresponds to thauthentication
Service field on the Policy Assignment tab —>
Basic tab. It may be blank.

AuthTimeOut [i]= <number of
minutes>

i is in the range o0..zonelnterfaceCount-1

This field corresponds to thauthentication
Timeout field on the Policy Assignment tab —>
Basic tab.

SourcelPsJi]= <IP address |
comma Separated 1ist |
range [ *>

i is in the range o0..zonelnterfaceCount-1

This field corresponds to thallowed Source IP
Addresses field on the Policy Assignment tab —>
Basic tab.

localAddressmapping[i]=direct

i is in the range oD..zonelnterfaceCount-1 .

This field is not shown in SMS GUI. It is
hardcoded tdlirect .

zonePriority[i]=<0..31>

i is in the range oD..zonelnterfaceCount-1 .

This field corresponds to th2one Priority field on
the Policy Assignment tab—> Bandwidth tab.

maxQueuelatencyl[i]=<number
in milliseconds>

i is in the range o0..zonelnterfaceCount-1 .

This field corresponds to th®laximum Queue
Latency field on the Policy Assignment tab —>
Bandwith tab.

guarZoneRateln[i]l=<number>
BIK|M|G

i is in the range oD..zonelnterfaceCount-1
B=Bits/sec

K=Kilobits/sec

M=Megabits/sec

G=Gigabits/sec

A bare number represents bits/sec. This field
corresponds to th&uarantees Into Zone field on
the Policy Assignment tab —> Bandwidth tab.
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Field Explanation
maxZoneRateln[i]J=<number> i is in the range o0..zonelnterfaceCount-1 .
BIKIM|G B=Bits/sec

K=Kilobits/sec
M=Megabits/sec
G=Gigabits/sec

A bare number represents bits/sec. This field
corresponds to theimits Into Zone field on the
Policy Assignment tab —> Bandwidth tab.

maxZoneRateOut[i]=<number> i is in the range oD..brickinterfaceCount-1
BIKIM|G B=Bits/sec

K=Kilobits/sec

M=Megabits/sec

G=Gigabits/sec

A bare number represents bits/sec. This field
corresponds to theimits Out of Zone field on the
Policy Assignment tab —> Bandwidth tab.

maxZoneConcSession[i]= i is in the range oD..zonelnterfaceCount-1 .

<number> This field corresponds to theimits Into
Zone...Simultaneous Sessions field on the Policy
Assignment tab —> Bandwidth tab of the Brick

Editor.
maxZoneConcSessTotal[i]= i is in the range oD..zonelnterfaceCount-1 .
<number> This field corrsponds to theimits Entire

Zone...Simultaneous Sessions field on the Policy
Assignment tab —> Bandwidth tab of the Brick
Editor.
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Field

Explanation

gosParamsActive[i]=<2 digit
hex number>

i is in the range oD..zonelnterfaceCount-1 .

This field is an ASCII hex representation of a byte
that encodes the enabled/disabled setting of the
seven QOS fields combined.

guarZoneRateln —> bit 1
guarZoneRateOut —> bit2
maxZoneRateln —> bit 3
maxZoneRateOut —> bit 4
maxZoneConSessTotal —> bit 5
maxZoneConcSessIin —> bit 6
Example:qosParamsActive [2] = [17]

In the above examplegyuarZoneRateln,
guarZoneRateOut, maxZoneRateln,
maxZoneConcSessTotal are enabled, while
maxZoneRateOut, maxzoneConcSess and
maxZoneConcSessOut are disabled.

setTOSDiffServBits[i]=true|false

i is in the range o0..zonelnterfaceCount-1 .

This field corresponds to th8et TOS/DiffServ Bits
checkbox on the Policy Assignment tab —>
Bandwidth tab.true means that the checkbox is
checked.

separateBorrowSetting[i]=
true|false

i is in the range o0..zonelnterfaceCount-1 .

This field corresponds to thBit Template radio
buttons on the Policy Assignment tab —>
Bandwidth tab.

bitPatternNonBorrowl[i]= <2
digit hex number>

i is in the range oD..zonelnterfaceCount-1 .

This field corresponds to any of theaw Bit, Hex ,
and Verbal view fields on the Policy Assignment tab
—> Bandwidth tab. This is the set of fields on the
left hand side wherseparate Guarantee Settings IS
checked, or shown alone if unchecked.Skparate
Guarantee Settings is unchecked, then
bitPatternBorrow [i] should take on the value of
bitPatternNonBorrow [i]
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Field

Explanation

bitPatternBorrow[i]= <2 digit
hex number>

i is in the range oD..zonelnterfaceCount-1 .

This field corresponds to any of theaw Bit, Hex ,
and Verbal view fields on the Policy Assignment
tab —> Bandwidth tab. This is the set of fields or
the right hand side wheBeparate Guarantee

Settings is checked, or shown alone if unchecked.

If Separate Guarantee Settings is unchecked, then
bitPatternBorrow [i] should take on the value of
bitPatternNonBorrow [i]

routeCount=<number of
static routes>

This count is the number of rows on the Static
Routes tab.

sourcePartition[i]=
<partition>

i is in the range of..routeCount-1 .

This field corresponds to theartition field on the
Static Routes tab. showVLANView must be
checked to see this field on the SMS GUI.

routeDisable[i]=true|false

i is in the range oD..routeCount-1 .

This field corresponds to thRoute Active field on
the Static Routes talirue means that the route is
disabled.

destinationNetwork [i]=true|false

i is in the range oD..routeCount-1 .

On the Static Routes tab, this field corresponds t
the Destination field when showVLANView is
checked, andestination IP Address/Mask when it
is not checked.

gatewaylPJ[i]= <IP address>

i is in the range oD..routeCount-1 .

On the Static Routes tab, this field corresponds t
the Next Hop field when showVLANView is checked
and theGateway IPradio button is checked in the
Brick Static Route Editor, or it corresponds to the
Gateway IP Address field whenshowVLANView is
not checked.

nextHopPartition [i]=
<partition>

i is in the range oD..routeCount-1 .

On the Static Routes tab, this field corresponds t
the Next Hop field when the Partition radio button
is checked in the Brick Static Route Editor.
showVLANView must be checked to see this field
on the SMS GUI.
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Field

Explanation

routeDescription]i]=

i is in the range o0..routeCount-1 .

This field corresponds to thBescription field on
the Static Routes tab.

verifyRoute[i]=true|false

i is in the range oD..routeCount-1 . Set this field to
true to enable cost-based routing.

routeCost[i]=<0-32767>

i is in the range oD..routeCount-1 . The Brick uses
the lowest cost, available route.

routePingDestAddr[i]=<IP
Address>

i is in the range oD..routeCount-1 . The IP address
of the router or other device to be pinged by the
Brick to determine if this route is still available.

routePingSrcAddr[i]=<IP
Address>

i is in the range oD..routeCount-1 . The source IP
address of the Brick interface from which the ping
will originate (either a VBA for the Brick,
interface/VLAN address, pppoel, pppoe2, or dhcp).

routePinglnterval[i]=<2-999>

i is in the range oD..routeCount-1 . The time
interval for sending a ping, in seconds. The defau
value is 10.

routePingTimeout[i]=<1-99>

i is in the range oD..routeCount-1 . The maximum
time to wait for a ping response, in seconds. The
default value is 1.

routePingMaxFail[i]=<1-999>

i is in the range oD..routeCount-1 . The number of
consecutive responses to fail before the route is
declared to be unavailable. The default value is 3.

proxycount=<number of
static routes>

This count is the number of rows on the Proxies
tab. To see all rows, uncheck tltde System
Proxy Entities checkbox.

zone[i]= <brick ruleset>

i is in the range of..proxyCount-1 .

This field corresponds to th2one field on the
Proxies tab.

service[i]= <proto/dest
port/src port>

i is in the range oD..proxyCount-1 .

This field corresponds to th8ervicefield on the
Proxies tab.

proxyDescription[i]= <one Tine
description>

i is in the range oD..proxyCount-1 .

This field corresponds to thBescription field on
the Proxies tab.
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Field Explanation
proxylP[i]= <IP address> i is in the range oD..proxyCount-1 .
|@ManageServer This field corresponds to theroxy IP field on the

Proxies tab. The valueMS_IP in the GUI
corresponds t@ManageServer in the file.

proxyPort[i]= <port> i is in the range oD..proxyCount-1 .

This field corresponds to theroxy Port field on
the Proxies tab.

encrypt[i]=true|false i is in the range oD..proxyCount-1 .

This field corresponds to thEncrypt field on the
Proxies tab.

thekey[i]= <16 hex chars> i is in the range of..proxyCount-1 .

This field corresponds to theey field on the
Proxies tab.

reflectionType[i]=single|dual i is in the range oD..proxyCount-1 .

This field corresponds to thReflection field on the
Proxies tab.

passNoLPA[i]=true|false i is in the range oD..proxyCount-1 .

This field corresponds to the IfPA Unavailable
Pass Traffic checkbox on the Proxies tab. true
means that the checkbox is checked.

enablelICM=true|false This field corresponds to the checkbox labeled
Enable Intelligent Cache Management on the Cache
Mgmt tab.true means that the checkbox is
checked.

activationThreshold=<1-100> This field corresponds to th6lobal Activation
Threshold field on the Cache Mgmt tab.

targetFloorUtiliziation= <0-99> | This field corresponds to th&arget Floor
Utilization field on the Cache Mgmt tab.

icmCount= <number of cache This count is the number of rows on the Cache
mgmt entries> Mgmt tab.

icmName[i]= <name> i is in the range oD..icmCount-1 .

This field corresponds to thame field on the
Cache Mgmt tab.

icmDescription[i]= <one Tine i is in the range oD..icmCount-1 .

description> This field corresponds to thBescription field on
the Cache Mgmt tab.
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Explanation

icmService[i]=tcp|udplicmp]*

i is in the range oD..icmCount-1 .

This field corresponds to thservice field on the
Cache Mgmt tab.

icmThreshold[i]= <0-100>

i is in the range oD..icmCount-1 .

This field corresponds to th€hreshold field on the
Cache Mgmt tab.

icmAudit[i]=yes|nolany

i is in the range oD..icmCount-1 .

This field corresponds to thaudit field on the
Cache Mgmt tab.

icmDrop[i]=yes|no|any

i is in the range oD..icmCount-1 .

This field corresponds to therop field on the
Cache Mgmt tab.

icmHalfOpen[i]=yes|nolany

i is in the range oD..icmCount-1 .

This field corresponds to thHalf-Open field on the
Cache Mgmt tab.

pppoeAsRedundantPair=
true|false

This field corresponds to th&reat the two PPPoE
sessons as a redundant pair checkbox on the
Dynamic Addresses talirue means that the
checkbox is checked.

dhcpServers=<IP address/|IP
address with subnet mask>|*

dhcpServerHostGroupName=
<host group>

These fields correspond to thdlow DHCP

responses from these servers  field on the Dynamic
Addresses tab. One has a value and the other is
blank. * is only allowed if the DHCP Request
Method is Broadcast Discover.

dhcpAdddresses=<IP
address|IP address with
subnet mask>|*

dhcpAddressHostGroupName=
<host group>

These fields correspond to thdlow DHCP
addresses in range field on the Dynamic Addresses
tab. One has a value and the other is blank.

dhcpMethod=broadcast|unicast

This field corresponds to thBHCP Request
Method radio buttons on the Dynamic Addresses
tab.

pppoelUserld=<user id>

This field corresponds to theser ID field in the
PPPoOE #1 Options of the Dynamic Addresses tab.

pppoelPassword=passwd>

This field corresponds to theAP Password field
inthe PPPoOE #1 Options of the Dynamic Addresses
tab.
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Field Explanation

pppoelMACAddr= This field corresponds to thRIAC Address field in
the PPPoOE #1 Options of the Dynamic Addresses
tab.

pppoelKeepAlivelntvl=number | This field corresponds to thieep-Alive Interval
in secs> field in the PPPoOE #1 Options of the Dynamic
Addresses tab.

pppoelKeepAliveRetryCnt= This field corresponds to thieep-Alive Retry

<count> Countfield in the PPPoOE #1 Options of the
Dynamic Addresses tab.

pppoe2Userld=<user id> This field corresponds to theser ID field in the
PPPoOE #2 Options of the Dynamic Addresses tab.

pppoe2Password=passwd> This field corresponds to theAP Password field
inthe PPPOE #2 Options of the Dynamic Addresses
tab.

pppoe2MACAddr= This field corresponds to thRIAC Address field in
the PPPoOE #2 Options of the Dynamic Addresses
tab.

pppoe2KeepAlivelntvl=number | This field corresponds to thieep-Alive Interval
in secs> field in the PPPoOE #2 Options of the Dynamic
Addresses tab.

pppoe2KeepAliveRetryCnt= This field corresponds to thieep-Alive Retry
<count> Countfield in the PPPoOE #2 Options of the
Dynamic Addresses tab.

pppoe2ChapKey=<hex chars> | This field corresponds to theHAP Key field in
thePPPoE #2 Options of the Dynamic Addresses
tab. The SMS GUI allows you to view it in several
representations. The CLI must have this value
represented in hex.

auditWait=true|false This field corresponds to thealt All Traffic If Audit
Fails checkbox on the Options takrue means that
the checkbox is checked.

multicastToFirstZone=true|false | This field corresponds to thRoute Multicast
Packets To First Matching Zone checkbox on the
Options tab.true means that the checkbox is
checked.

autoRefreshMac=false This field corresponds to thallow MAC Addresses
To Move checkbox on the Options talrue means
that the checkbox is checked.
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useBrickAddr=true|false

This field corresponds to the Udsgick Address
Instead OfPort Address During Bootstrap ~ checkbox

on the Options tabtrue means thatthe checkbox is

checked.

routeReturn=true|false

This field corresponds to thRoute Return Path

Packets toCached Source MAC Address checkbox
on the Options tabtrue means that the checkbox i
checked.

enableBrickFailover=true|false

This field corresponds to thEnable Brick Failover
checkbox on the Failover talrue means that the
checkbox is checked.

failoverActvTime=<number of
10ths of secs>

This field corresponds to thactivation Time field
on the Failover tab.

failoverYldTime=<number in
10ths of secs>

This field corresponds to theield Time field on
the Failover tab.

failoverPrfStshint=ethexn>
|auto

This field corresponds to thereferred
State-Sharing Port field on the Failover tab.

encryptPreferredLink=true|false

This field corresponds to the two radio buttons
Encrypt all links and Encrypt all links except

Preferred State-Sharing link on the Failover tab.
CheckingEncrypt all links meanstrue. Checking
Encrypt all links except Preferred State-Sharing link
meansfalse .

macAddressA=<2-6 hex octets,
colon separated>

This field corresponds to thEther 0 MAC Address
field of Brick A on the Failover tab. If fewer than
Six octets are entered, the Brick will try to match
this with the rightmost portion of the MAC
address.

macAddressB=<2-6 hex octets,
colon separated>

This field corresponds to thEther 0 MAC Address
field of Brick B on the Failover tab. If fewer than
six octets are entered, the Brick will try to match
this with the rightmost portion of the MAC
address.

failoverLabelA=<up to 16 char
label>

This field corresponds to thEailover Label field of
Brick A on the Failover tab.

failoverLabelB=<up to 16 char
label>

This field corresponds to thEailover Label field of
Brick B on the Failover tab.

primaryBrick=<brickA, brickB,
none>

This field corresponds to the Brick designated as
Primary (if any) on the Failover tab.

D
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failbackDelay=<number in
seconds>

The length of time the Bricks must be in
continuous contact before the failover to the
Primary Brick is initiated. This field corresponds t
the Fail Back Delay (secs) field on the Failover tab.

pingMinActive=<number in
seconds>

The minimum time, in seconds, that a Brick must

be active before initiating a failover due to loss of

ping. This field corresponds to thein Time active
before Failover (secs) field on the Failover tab.

pingFailoverCount=<number of
ping failover entries>

This count is in the number of rows in the Ping
Failover Table.

pingFoDestinationlP[i]=<IP
address>

i is in the range0..pingFailoverCount-1The IP
address the Brick will attempt to ping. This field
corresponds to theing Destination IP Address

field on the Failover tab.

pingFoSourcelP[i]=<IP
address>

i is in the range0..pingFailoverCount-1The IP
address the Brick will use as the source address
the ping. This field corresponds to thrRing Source
IP Address field on the Failover tab.

pingFolnterval[i]l=<number in
seconds>

i is in the range0..pingFailoverCount-1The
interval, in seconds, at which to send the ping.
This field corresponds to theing Interval field on
the Failover tab.

pingFoTimeout|[i]

iis in the rangel..pingFailoverCount-1The
maximum time to wait for a ping responses. This
field corresponds to theing Timeout field on the
Failover tab.

pingFoFailureThreshold[i]=
<number of pings>

i is in the range0..pingFailoverCount-1The
number of consecutive responses to pings that a
required to fail before initiating a failover. This
field corresponds to theing Failures field on the
Failover tab.

pingFoPartition[i]=partition
name

i is in the range0..pingFailoverCount-1The
partition from which to initiate the ping. This field
corresponds to theing Partition field on the
Failover tab.

pingFoDescription][i]=
<description>

i is in the rangel..pingFailoverCount-1A
description for this ping failover entry. This field
corresponds to th®escription field on the Failover
tab.

for
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Field

Explanation

enableMsgsNoLogin=true|false

This field corresponds to thEnable Messages to
Serial Port Without Logging In  checkbox on the
Options tab.true means that the checkbox is
checked.

remoteLoginiD=<password>

This field corresponds to theassword field on
theOptions tab. If theemoteLoginID is not blank,
the list command returns its value as the hardcoc
string Iv. When you save it with this value, the
backend software does not modify its actual valu
Saving it with any other value causes the
remoteLoginID to change to that value.

version=<brick version
string>

No correspondence to a Brick GUI field.
Informational only. Its value is not saved back int
the SMS database.

certType=<certificate type>

No correspondence to a Brick GUI field.
Informational only. Its value is not saved back int
the SMS database.

skipRouteCheck=true|false

Setting this field to true allows you to ignore erro
N7049, which is a complaint about a missing retu
route between two partitions. The line with this
name/value pair is optional. If missing forsave
brick, skipRouteCheck defaults tofalse.

enableSnmpAgent=true|false

This field corresponds to the Enable Brick SNMP
Agent checkbox on the Options tab. true means
that the checkbox is checked.

snmpPort

This field corresponds to the Brick SNMP Agent
Port field on the Options tab.

snmpReadCommunity

This field corresponds to the Brick Read
Community field on the Options tab.

snmpSysContact

This field corresponds to the Brick sysContact fie
on the Options tab.

snmpSysLocation

This field corresponds to the Brick sysLocation
field on the Options tab.

1smscmd add brick brick33

This command creates a new Brick nanféedick33".
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add brickruleset

Overview
The add brickruleset command adds a new Brick ruleset with the specified Brick
ruleset name to the current group.
Format
The format of theadd brickruleset command is:
1smscmd add brickruleset <brick ruleset name> [folder name]
where:
e <brick ruleset name> is the name of the new brick ruleset.This arguement is
required.
e [folder name] is the name of the folder into which you would like the Brick ruleset
added. This argument is optional.
Explanation
A Brick ruleset is the set of rules that govern traffic through the bricks being
administered.
Example
1sms add brickruleset sales
This command creates a brick ruleset cakades.
O
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add clienttunnel

Overview

Format

Explanation

Example 1

Example 2

Creates a new Client tunnel with the given name to the SMS.

add clienttunnel <clientTunnelName>

When this command is run, a file called7ientTunnelName>containing a new Client
tunnel configuration must exist in thecli_dir>/<group>/VPN/Client_Tunnelsfolder.

add clienttunnel pppoelTunnel
The following is a typical example of output for this command:

ADD CLIENT TUNNEL: OK

add clienttunnel 13.45.43.2
The following is a typical example of output for this command:
ADD CLIENT TUNNEL:N2013: Duplicate; already exists

This error usually means that the value given for the localTep is already used in some
other client tunnel.

0J
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add dependencymasks

Overview
The add dependencymasks command adds a new dependency mask with the specified
name to the current group.
Format
The format of theadd dependencymasks command is:
1smscmd add dependencymasks <dependencymask name>
where:
e <dependencymask name> is the name of the new dependency mask
Explanation
A dependency mask is a feature that allows an administrator to create a rule that will
not permit a matching packet through the brick until it verifies that a particular session
is found in the session cache.
Example
Tsmscmd add dependencymasks client
This command adds a dependency mask naahiedt.
]
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add domainnamegroup

Overview
The add domainnamegroup command adds a new domain name group with the
specified domain name group name.
Format
The format of theadd domainnamegroup command is:
1smscmd add domainnamegroup <domainnamegroupname>
where:
e <domainnamegroupname> is the name of the domain name group
Explanation
A domain name group is a collection of domain names.
Example
1smscmd add domainnamegroup specialdns
This command adds a domain name group narpedialdns.
L]
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add hostgroup

Overview

The add hostgroup command adds a new host group with the specified name.
Format

The format of theadd hostgroup command is:

Tsmscmd add hostgroup <hostgroup name>

where:

e <hostgroup name> is the name of the new host group
Explanation

A host group is a collection of IP addresses grouped together to enable you to enter

more than one address in situations where a list of host IP addresses is required.
Example

1smscmd add hostgroup marketing

This command adds a host group nanmeairketing.

]
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add lan2lantunnel

Overview
Creates a new LAN-to-LAN tunnel with the given name to the SMS.
Format
add Tan2lantunnel [<lanZlanTunnelName>]
where<7lan2lanTunnelName> is the name of the tunnel.
Explanation
When this command is run, a file calledan27anTunnelName> containing a new
LAN-to-LAN tunnel configuration must exist in the
<cli_dir>/<group>/VPN/Lan2Lan_Tunneldolder.
Example 1
add Tan2lantunnel custTunnel
The following is a typical example of output for this command:
ADD LANZLAN TUNNEL: OK
Example 2
add lan2lantunnel 13.45.43.2_23.45.62.198
The following is a typical example of output for this command:
4 2\
ADD LANZLAN TUNNEL:N2013: Duplicate;
already exists
(This error usually means that the
values given for the localTep/remoteTep
combination or its reverse is already
used in some other LAN-to-LAN tunnel.)
. J
L]
232 260-100-020R9.1

Issue 7, August 2009



SMS CLI Commands

add servicegroup

Overview

Format

Explanation

Example

260-100-020R9.1

Theadd servicegroup command adds a new service group with the specified service
group name.

The format of theadd servicegroup command is:
Tsmscmd add servicegroup <servicegroup name> [folder name]
where:

e <servicegroup name> is the name of the new service group.

o [folder name]is the folder into which you would like the dependency mask added.
This argument is optional.

A service group is a collection of services and protocols. It is used to identify the
services in a rule and perform destination port mapping when adding network address
translation to a rule.

Tsmscmd add servicegroup special

This command adds a service group narspdcial.
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apply brick

Overview

Theapply brick command applies any changed rulesets to their assigned ports on the
specified Brick in your current group.

Format
The format of theapply brick command is
Tsmscmd apply brick<brick name> <cache option -clear keep>
where:

e <brick name> is the name of the Brick to which you want its policy applied.

e <cache option -clear keep> is eitherclear (clear session cache) &eep (do
not clear session cache)

Explanation

The <cache> argument is required. The defaultksep.This means, if you do not enter
this argument, the session cache for each Brick in the current group will not be
cleared.

If you enter aclear in the command string, the session cache for each Brick in the
current group will be cleared when you execute the command.

Keep in mind that clearing the cache can disrupt existing client tunnel sessions, FTP
sessions, or sessions that rely on dependency masks. Note that when the cache is
cleared, tunnels remain intact, but the sessions that use them are lost.

Executing this comand is equivalent to saving and applying a Brick in the SMS GUI.

Example 1

Tsmscmd apply brick salesl keep

This command applies any changed Brick rulesets to all assigned brick ports in the
current group. Since thekeep> argument is included, the cache is not cleared (the
default).

Example 2

1smscmd apply brick sales2 clear

This command applies any changed Brick rulesets to all assigned bricks in the current
group. The<cache> argument is set talear, indicating the cache will be cleared.
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apply brickruleset

Overview

Format

Explanation

Example 1

Example 2

260-100-020R9.1

Theapply brickruleset command compiles and applies the security policy to any
Brick ports in your current group that have older versions of the specified Brick
ruleset.

The format of theapply brickruleset command is
1smscmd apply brickruleset <brick ruleset name> <cache -clear keep>

where:
e <brick ruleset name> is the name of the Brick ruleset you want to apply

e <cache -clear keep>is eitherclear (clear session cache) &eep (do not clear
session cache)

The <cache option> argument is required. The defaultksep.This means, if you do
not enter this argument, the session cache for each Brick in the current group will not
be cleared.

If you enter aclear in the command string, the session cache for each Brick in the
current group will be cleared when you execute the command.

Keep in mind that clearing the cache can disrupt existing sessions that use dependency
masks.

Tsmscmd apply brickruleset proxyzone keep

This command applies the ruleggbxyzoneo all Brick ports that have previously had
this ruleset applied. Since th&eep> argument is included, the cache is not cleared
(the default).

Tsmscmd apply brickruleset proxyzone clear

This command applies the ruleggbxyzonego all Brick ports that have previously had
this ruleset applied. Thecache> argument is set talear, indicating the cache will be
cleared.

Issue 7, August 2009



SMS CLI Commands

apply group

Overview

Format

Explanation

Example

Theapply group command compiles and applies any changed rulesets and devices to
your current group.

The format of theapply group command is:

Tsmscmd apply group

Theapply group command looks at all devices and rulesets in the current group to
see if any have changed since they were last applied. The command then compiles and
applies any devices and rulesets that have changed.

Executing this command is equivalent to applying a group in the SMS GUI.

Tsmscmd apply group test

This command compiles all device and ruleset information for the group néresti
and applies the information.

0J
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boot brick

Overview

Theboot brick command allows an administrator to reboot a Brick from the
command line.

Format
The format of theboot brick command is:
1smscmd boot brick <brickname>
where<brickname> is the name of the brick you want to reboot.
Explanation
The boot brick command is used to reboot a single Brick from the command line.
Note that you should alert other administrators that secure client tunnels to this Brick
will be terminated, and that users will need to reestablish connections after the Brick
comes back online.
Executing this command is equivalent to selectRepoot from the Brick Utilities
menu in the Brick Editor, or right-clicking a Brick in the SMS Navigator window and
selectingReboot from the pop-up menu.
Example
Ismscmd boot brick brick22
This command reboots a Brick nam@okrick22”
[
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bootgroup

Overview

The bootgroup command reboots all Bricks in the current group.

Format
The format of thebootgroup command is:
1smscmd bootgroup
Explanation
Use thebootgroup command to reboot all Bricks in the current group.
Thebootgroup command can be used following tidewnloadgroup command to
reboot all bricks that have been upgraded.
Note that you should alert other administrators that secure client tunnels to bricks in
this group will be terminated, and that users will need to reestablish connections after
the Bricks come back online.
Example
1smscmd bootgroup
This command reboots all Bricks in the current group.
[
238 260-100-020R9.1

Issue 7, August 2009



SMS CLI Commands

delete applicationfilter

Overview
The delete applicationfilter command deletes an application filter with the
specified name.
Format
The format of the deletepplicationfilter command is:
1smscmd delete applicationfilter <application filter name>
where:
e <application filter name> IS the name of the application filter to be deleted.
Explanation
Thedelete application filter command is used to remove obsolete or otherwise
non-functional application filters.
Example
1smscmd delete application filter H323
This command deletes an application filter calld823.
]
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delete brick

Overview

Thedelete brick command deletes a Brick from the SMS database.
Format

The format of thedelete brick command is:

1smscmd delete brick <brick name>

where:

e <brick name>is the name of the Brick to be deleted.
Explanation

Use thedelete brick command to delete a Brick instance from the SMS database.
Example

1smscmd delete brick radbrick

This command deletes a Brick namé&edbrickK from the SMS database.

O
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delete brickruleset

Overview

Thedelete brickruleset command deletes a Brick ruleset with the specified name.
Format

The format of thedelete brickruleset command is:

1smscmd delete brickruleset <brick ruleset name>

where:

e <brick ruleset name> is the name of the Brick ruleset to be deleted.
Explanation

The delete brickruleset command is used to remove obsolete or otherwise

non-functional rulesets.
Example

1smscmd delete brickruleset sales

This command deletes a Brick ruleset calkades.

]

260-100-020R9.1 2.41

Issue 7, August 2009



SMS CLI Commands

delete clienttunnel

Overview
Deletes a client tunnel with the given name from the SMS.
Format
delete clienttunnel <clientTunnelName>
Explanation
This command removes a tunnel from services permanently, deleting its configuration
from the SMS.
Example
delete clienttunnel pppoelTunnel
The following is a typical example of output for this command:
DELETE CLIENT TUNNEL: 0K
L]
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delete dependencymasks

Overview

Format

Explanation

Example

260-100-020R9.1

The delete dependencymasks command deletes a dependency mask with the
specified name.

The format of thedelete dependencymasks command is:
Tsmscmd delete dependencymasks <dependency mask name>

where:
e <dependency mask name> is the name of the dependency mask to be deleted.

Thedelete dependencymasks command is used to remove obsolete or otherwise
non-functional dependency masks.

Tsmscmd delete dependencymasks client

This command deletes a dependency mask caliedt
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delete domainnamegroup

Overview
The delete domainnamegroup command deletes a new domain name group with the
specified domain name group name.
Format
The format of thedelete domainnamegroup command is:
1smscmd delete domainnamegroup <domainnamegroupname>
where:
e <domainnamegroupname> is the name of the domain name group to be deleted.
Explanation
Thedelete domainnamegroup command is used to remove obsolete or otherwise
non-functional domain name groups.
Example
1smscmd delete domainnamegroup specialdns
This command deletes a domain name group calpettialdns.
]
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delete hostgroup

Overview
Thedelete hostgroup command deletes the host group with the specified host group
name.
Format
The format of thedelete hostgroup command is:
delete hostgroup <hostgroup name>
where:
e <hostgroup name> is the name of the host group to be deleted.
Explanation
Thedelete hostgroup command is used to remove obsolete or otherwise
non-functional hostgroups.
Example
Tsmscmd delete hostgroup marketing
This command deletes a host group calhedrketing
]
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delete lan2lantunnel

Overview

Format

Explanation

Example 1

Deletes a LAN-to-LAN tunnel with the given name from the SMS.

delete Tan2lantunnel [<TanZlanTunnelName>]

where<7lan2lanTunnelName> is the name of the tunnel.

This command removes a tunnel from service permanently, deleting its configuration
from the SMS.

delete lan2lantunnel custTunnel
The following is a typical example of output for this command:
DELETE LANZ2LAN TUNNEL: OK
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delete servicegroup

Overview

The delete servicegroup command deletes a service group with the specified name.
Format

The format of thedelete servicegroup command is:

lsmscmd delete servicegroup <service group name>

where:

e <service group name> is the name of the service group to be deleted.
Explanation

Thedelete servicegroup command is used to remove obsolete or otherwise

non-functional service groups.
Example

1smscmd delete servicegroup special

This command deletes a service group calpdcial

L]
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disable clienttunnel

Overview

Disables a Client tunnel with the given name on the SMS.
Format

disable clienttunnel <clientTunnelName>
Explanation

This command takes a Clkient tunnel out of service without deleting it outright.
Example

disable clienttunnel pppoelTunnel

The following is a typical example of output for this command:

DISABLE CLIENT TUNNEL: 0K

O

248 260-100-020R9.1

Issue 7, August 2009



SMS CLI Commands

disable lan2lantunnel

Overview

Disables a LAN-to-LAN tunnel with the given name to the SMS.
Format

disable lan2lantunnel <Tan2TlanTunnelName>
Explanation

This command takes a LAN-to-LAN tunnel out of service without deleting it outright.
Example

disable lan2lantunnel custTunnel

The following is a typical example of output for this command:

DISABLE LAN2LAN TUNNEL: OK

L]
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download brick

Overview

Format

Explanation

The download brick command is used to update Brick software after an SMS
software upgrade.

The format of thedownload brick command is:
1smscmd download brick <brick name> [activel|standby\both]

where:

e <brick name> is the name of the Brick to which you want to download the new
software version.

e [active|both] refers to the case where a failover pair of Bricks is upgraded. Use the
active option to upgrade only the active Brick of the failover pair. Use the
standby option to upgrade only the standby Brick of the failover pair. Use the
both option to upgrade both Bricks of the failover pair. The default option is
active .

The download brick command updates the software on a Brick after the SMS
software has been updated. Periodically, Alcatel-Lucent will release patches, point
releases, or major new versions of the SMS software which will be made available on
CD-ROM or from a website. Brick software must be updated after such an SMS
revision is installed.

Executing this command is equivalent to selectBuftware Download from the Brick
Utilities menu in the Brick Editor, or right-clicking a brick in the SMS Navigator
window and selectin@oftware Download from the pop-up menu.

In the case of a failover pair of Bricks, if you use theth option, when the download

to the active Brick is complete, issue a failover yield command or reboot the Brick,
causing the standby brick to become active. A download to the newly active Brick will
begin. When this second download is complete, reboot that Brick, causing a second
failover, so that the Brick that was initially in the active state is returned to the active
state. Both Bricks of the pair will now have the updated software.

If you use theactive option, which is the default, the active Brick will be upgraded

and you will need to reboot it to make the updated software active. When you reboot,
failover will occur. The newly active Brick will still need to be upgraded at a later
date.
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Example
1smscmd download brick brick44

This command updates the Brick software on a Brick naffieatk44”
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downloadgroup

Overview

The downloadgroup command is used to update Brick software on all Bricks in the
current group after an SMS software upgrade.

Format
The format of thedownloadgroup command is:
1smscmd downloadgroup
Explanation
The downloadgroup command updates Brick software on all Bricks in the current
group after a software update has been applied to the SMS software.
Periodically, Alcatel-Lucent will release patches, point releases, or major new versions
of the SMS software which will be made available on CD-ROM or from a website.
Brick software must be updated after such an SMS revision is installed.
Example
1smscmd downloadgroup
This command updates the Brick software on all Bricks in the current group.
[
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enable clienttunnel

Overview

Enables a Client tunnel with the given name to the SMS.
Format

enable clienttunnel <clientTunnelName>
Explanation

This command puts a Client tunnel back in service that had been previously disabled.
Example

enable clienttunnel pppoelTunnel

The following is a typical example of output for this command:

ENABLE CLIENT TUNNEL: OK

O
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enable lan2lantunnel

Overview
Enables a LAN-to-LAN tunnel with the given name to the SMS.
Format
enable lan2lantunnel <TanZ2lanTunnelName>
Explanation
This command puts a LAN-to-LAN tunnel back in service that had been previously
disabled.
Example
enable lan2lantunnel custTunnel
The following is a typical example of output for this command:
ENABLE LANZLAN TUNNEL: OK
L]
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failover brick

Overview
The failover brick command initiates failover of a failover Brick pair.
Format
The format of thefailover brick command is:
1smscmd failover brick <brickName> [force]
where:
e <brickName> is the name of the Brick failover pair.
Explanation
A failover Brick pair is a redundant Brick installation in both Bricks share a single
Brick name and IP address. One Brick is ffaetive” brick, while the second is the
”standby. Should the active Brick fail for any reason, the standby immediately takes
over the active role. This transition from standby to active is terffiadover” The
failover brick command issued from the SMS CLI initiates failover.
The [force] parameter forces a less “healthy” standby Brick to become the active
Brick in the pair (the “health” of a Brick is determined by the number of interfaces
that are up and working).
Example
1smscmd failover brick brick_pair_one
This command initiates failover of the Brick pair named brick_pair_one.
[
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gotogrp

Overview

Format

Explanation

Example

The gotogrp command enables an Administrator who has privileges in multiple groups
to select the specified group as his or her current group.

The format of thegotogrp command is:
lsmscmd gotogrp <group name>

where:

e <group name> IS the name of the group that the Administrator wants to make his
or her current group.

Executing thegotogrp command is equivalent to choosing another group folder on the
GUI.

1smscmd gotogrp sales

This command makesalesthe current group for the Administrator.
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Overview

The help command displays a brief description of the syntax of each command.

Format
The format of thenelp command is:
lsmscmd <command category>help
The <command category> argument is optional.

Issuing thehelp command without theccommand category> argument displays a list
of the entire SMS CLI command set. Thelp command can be issued without the
<command category> argument before logging into the SMS.

Issuing thehelp command with the optionalommand category argument displays a
list of all SMS CLI commands in a given command category. For example, if you
enterismscmd Tist help, the command displays only a list of the SM&st
commands.

Explanation

The help command provides a brief explanation of the syntax of each command,
including the optional and required parameters. The command output also provides a
brief explanation of general command syntax conventions and some command notes at
the end of the command listing.

You cannot use theelp command to display the syntax of a specific command. It can
only display help for all commands or commands in a specified command category.

Example
Tsmscmd help
The Help command issued without an argument returns the entire list of SMS
commands, as shown below:
Important! Notes:

1. Parameters between '<’ and ">’ are required, and the parameters between |’
and ’]" are optional.

2. In command 1, if no password is provided on the command line or in the
password_admin_key file, the user will be prompted.
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3. In command 1, if an admin_key is required (e.g., for RADIUS or SecurlD),
provide it on the command line or add it as the 2nd line in the
password_admin_key file. If no admin_key is provided and one is required, the
user will be prompted.

4. In command 1, if no timeout is given, the GUI timeout is the default timeout
value used.

5. In commands 58, 60 the default valueaistive.
6. In commands 59, 61, the default valuebisth.
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list applicationfilter

Overview
The1ist applicationfilter command displays information about application filters.
Format
The format of thelist applicationfilter command is:
Tsmscmd 1ist applicationfilter[applicationfiltername]
Explanation
If the 1ist applicationfilter command is entered with no argument, it lists the
names of the available application filters.
If the 1ist applicationfilter is executed with afapplicationfiltername], it
displays the contents of the specified application filter.
Example
Tsmscmd 1ist applicationfilter smtpDefault
The following is an example of typical output from this command:
260-100-020R9.1 2-59

Issue 7, August 2009



SMS CLI Commands

list applicationfilter

foldername=
name=smtpDefault
type=SMTP

description=
useGlobally=false
smtpPassCmd[4]=data
smtpOpenRelaySvc=0RDB.org
smtpBlockOpenReTay=false
smtpBlockCmd[1]=vrfy
countSmtpAttachments=0
smtpHideBanner=true
smtpBlockAttachments=false
auditException=true
countSmtpBlockCmds=2
smtpPassCmd[2]=helo
smtpPassCmd[5]=rcpt
smtpBlockSpoofedOut=false
smtpCmdListEnabled=pass
smtpMaxDomainlLength=255
smtpPassMSExchCmds=true
smtpDomainNamesValidId=
smtpDomainNamesValid=
smtpPassCmd[0]=quit
smtpPassCmd[3]=noop
smtpPassCmd[6]=rset
smtpMaxMsglength=
smtpBlockCmd[0J]=expn
countSmtpMimeTypes=0
countSmtpPassCmds=7
smtpCheckAnomalies=true
audit=true
smtpBlockMimeTypes=false
smtpPassCmd[1]=mail
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list brick

Overview

Format

Explanation

Example

260-100-020R9.1

The1ist brick command displays the configuration information for the specified
Brick. If you supply the<brick name> argument, the output of the command is an
ASCII file that is saved in the directory you specified at logon.

The format of thelist brick command is:
1smscmd T1ist brick <brick name>

where:

e <brick name> is the name of the Brick for which configuration information is to
be displayed.

The complete list of Bricks available to the current group can be obtained by omitting
the <brick name argument. However, this list will only be echoed to the console; no
file will be written to the target directory if you omit the argument.

After you issue alist brick command, you can open the file with any text editor,
edit the entries, and issuesave brick command. Seésave brick” (p. 2-89)later in
this chapter for details on this command.

All of the configuration information for a Brick is specified in a file. The name of the
file is <brick name> and is located on the SMS in the directorgli
dir>/<group>/Devices/Brick,where<ci1i dir>is given as an argument to the
TsmsTogon command, anggroup> is the current group that you are in when executing
the add brick command. By default, the group system.

Data in the Brick configuration file is organized in<aame>=<value> format. Refer to
the descripton of théadd brick” (p. 2-6)command for details about the contents of
the configuration file.

The list command does not specify or guarantee a certain order for the lines in the file.

Tsmscmd 1ist brick salesl
The following is an example of typical output from this command:

LIST BRICKS:0K
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list brick

Important! The list commands create a directory structure, within the directory that
you specified in the Ismslogon command, that corresponds to the SMS directory

structure.

Thus, issuing the list brick command will create the directory tree
/System/Devices/Bricks in your target directory.
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list brickruleset

Overview

Format

Explanation

Example 1

Example 2
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The1ist brickruleset command gets the list of rules that belong to the Brick
ruleset. If you supply thérick ruleset name argument, the output of the command
is an ASCII file that is saved in the directory you specified at logon.

The format of thelist brickruleset command is:
1ist brickruleset <brick ruleset name>

where:

e <brick ruleset name> is the name of the Brick ruleset for which you want to see
a list of rules.

Executing this command is equivalent to right-clicking a particular Brick zone ruleset
and selectingedit or View from the pop-up menu in the SMS Navigator. You can get a
complete list of Brick rulesets available in your current group by omitting<the ck
ruleset name> argument. This is equivalent to clicking the Brick Zone Rulesets folder
on the GUI. Note that this list will only be echoed to the console; no file will be
written to the target directory if you omit the argument.

After you issue alist brickruleset command, you can open the file with any text
editor, edit the entries, and issuesave brickruleset command. Seésave
brickruleset” (p. 2-90)ater in this chapter for details on this command.

lsmscmd 1ist brickruleset sales
The following is an example of typical output from this command:

LIST BRICK RULESET:0K

1smscmd 1ist brickruleset

The following is an example of typical output from this command:
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list brickruleset

N
LIST BRICK RULESET:0K
1 ’vpnzone’
2 ’proxyzone’
3 ’nocgwzone’
4 ’firewall’
5 ’administrativezone’
J
L]
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list brickstatus

Overview

Thelist brickstatus command displays the list of Bricks for which you have view
privileges and their current status on the console, and generates a file lmatlestatus
containing the status details of each Brick. This file is created and stored in the
<cli_dir>/<group>/Status folder. The file is overwritten each time the command is
executed.

Format
The format of thelist brickstatus command is:

1smscmd Tist brickstatus [-a]

Explanation

When this command is executed, it displays a list of each Brick and its current state on
the console (p, Tost, or unhealthy). If the Brick is the standby Brick of a failover
pair, it shows the operational state of active and standby Brick in the pair.

The Brick status information output to theickstatusfile by this command is

equivalent to the fields shown on the All Bricks status listing of the Status Monitor on
the SMS GUI, including any user-defined fields that you have configured to show on
the Status Monitor listing. Therickstatusfile contains a comma-separated list of the
status details for each Brick. The first line of the file shows the name of each
field/parameter.

The command displays the status and details of each Brick in the current group. To
obtain details about the Bricks in another group, you can executgottwgrp

command first to select another group as the current group, and then execute the
Tist brickstatus command (for details about th®togrp, refer to the*gotogrp”

(p. 2-56)command manual page in this chapter).

The -a option can be specified to obtain the status and details of all Bricks across all
permissible groups.

Example 1

The following is a typical example of the console output of this command:

LIST BRICKSTATUS: OK
1 ‘newbrick’ up/up
2 ‘brick-test’ lost
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Example 2
The following is a typical example of thierickstatusfile generated by this command:

Name, IPAddress,State,CPU%,Sess%,ActiveVersion,StandbyVersion,FailoverlLabels,
PortStatus,MgmtServer,Roaming

newbrick,135.222.142.117,Up-up,,,9.2.113,,,Up:0 Down:0 Disabled:O0,,
brick-test,,Lost,,,9.3.163,,,Up:0 Down:0 Disabled:0,,
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list brickteps

Overview

Format

Explanation

Example
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The1ist brickteps command lists the tunnel endpoints (TEPS) of a given Brick to
the console.

The format of thelist brickteps command is:
Tsmscmd 1ist brickteps <brickName>
where:

<brickName> is the name of a Brick in the current group. This arguement is required.

This command helps the user know what TEPs are available for editing the localTep
field of a Client tunnel configuration or the localTep or remoteTep fields of a
LAN-to-LAN tunnel configuration. (For Client tunnels, the ’list unusedClientTeps’
command is even more useful.)

Tsmscmd 1ist brickteps vlbrick

The following is an example of typical output from this command:

LIST BRICK TEPS:0K

1 °87.3.58.153, rock_zone’

2 ’132.16.34.91, paper_zone’
3 776.23.10.44, scissor_zone’
The first field in each 1ist entry is the virtual Brick address and the seconc

AN J
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list clientlicenselimits

Overview
Thelist clientlicenselimits command lists the number of client user licenses
assigned to groups and TEPs.
Example
Tsmscmd 1ist clientlicenselimits
The following is an example of typical output from this command:
268 260-100-020R9.1
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l1icenseFromKey=10100
groupName[0]=groupl
groupLimit[0]=10
groupName[1l]=group?
groupLimit[1]=0
groupName[2]=group3
groupLimit[2]=0
groupName[3]=group4
groupLimit[3]1=0
groupName[4]=groupb
groupLimit[4]=0
groupName[5]=system
groupLimit[5]=5000
groupCount=6

count=7
device[0]=brickl2
tepIP[0]=12.12.12.103

activeSessionCount[0]1=0
policy[0Ol=vpnzonelZca?

enabled[0]=true
name[0]=brickl2ca3
licenselLimit[0]=10
device[ll=brickl2
tepIP[1]=dhcp

activeSessionCount[1]=0
policy[1]=administrativezone

enabled[1]=true
name[1]=brickl2dhcp
licenseLimit[1]=10
devicel[2]=brickl?2
tepIP[2]=12.12.12.253

activeSessionCount[2]1=0

policy[2]=vpnzonel?
enabled[2]=true
namel[2]=brickl2vpnl?
TicenselLimit[2]=10
device[3]=brickl3
tepIP[3]1=13.13.13.253

activeSessionCount[3]1=0

policy[3]=vpnzonel3
enabled[3]1=true
name[3]=brickl3vpn
TicenselLimit[3]=0
devicel[4]1=brickb5
tepIP[4]1=55.55.55.203

activeSessionCount[4]1=0

policy[4]=vpnzonebb

list clientlicenselimits
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enabled[4]1=true
name[4]=brick55vpn55
lTicenseLimit[4]1=10
device[5]=model180
tepIP[5]=dhcp
activeSessionCount[5]=0
policy[5]=administrativezone
enabled[5]=true
name[5]=mode180admin
lTicenselLimit[5]=100
device[6]=model180
tepIP[6]1=10.10.10.251
activeSessionCount[6]=0
policyl6]=vpnzone
enabled[6]=true
name[6]=model80tep
licenseLimit[6]=1000

list clientlicenselimits
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list clienttunnel

Objective
Retrieves the specified Client tunnel configuration to a file under the
<cli_dir>/<group>/VPN/Client_Tunnelsfolder.
Format
list clienttunnel [<clientTunnelName>]
whereclientTunnelName is the name of the tunnel. If you leave off this argument, the
names of all the Client tunnels in this group will be displayed on the console.
Explanation
Use this command to list the Client tunnel configuration of a particular tunnel to a file
of the same name, or have it list all the tunnel names.
Example 1
Tsmscmd 1ist clienttunnel
The following is a typical example of output for this command:
LIST CLIENT TUNNEL: OK
1 7132.16.34.91°
2 ’13.45.43.2°
Example 2
Tsmscmd 1ist clienttunnel 13.45.43.2
The following is a typical example of output for this command:
LIST CLIENT TUNNEL: OK
O
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list clienttunneldefaults

Objective
Thelist clienttunneldefaults command retrieves the default Client tunnel
configuration to a file called 'defaults’ under the
<cli_dir>/<groups>/VPN/Client_Tunneldolder.
Format
list clienttunneldefaults
Explanation
Use this command to view, perhaps with the intent to edit and save, the Client tunnel
defaults configuration.
Example
Ismscmd 1ist clienttunneldefaults
The following is an example of typical output from this command:
LIST CLIENT TUNNEL DEFAULTS:O0K
O
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list current group

Overview
The1ist current group command echoes back the group that the Administrator is
currently working in.
Format
The format of thelist current group command is:
Tsmscmd Tist current group
Explanation
Use thelist current group command to determine what group you are currently
administering.
Example
Tsmscmd 1ist current group
The following is an example of typical output from this command:
LIST CURRENT GROUP:OK:
Group =’system’
]
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list dependencymasks

Overview

Format

Explanation

Example

Thelist dependencymasks command gets the list of parameters that belong to the
specified dependency mask. If you supply ttependency mask name argument, the
output of the command is an ASCII file that is saved in the directory you specified at
logon.

The format of thelist dependencymasks command is:
1ist dependencymasks <dependency mask name>

where:

e <dependency mask name> iS the name of the dependency mask for which you
want to see a list of parameters.

Executing this command is equivalent to right-clicking a particular dependency mask
in the GUI. You can get a complete list of dependency masks available in your current
group by omitting the<dependency mask name> argument. This is equivalent to

clicking the Dependency Masks folder on the GUI. Note that this list will only be
echoed to the console; no file will be written to the target directory if you omit the
argument.

After you issue dist dependencymasks command, you can open the file with any
text editor, edit the entries, and issue#&e dependencymasks command. Seésave
dependencymasks” (p. 2-94ter in this chapter for details on this command.

Tsmscmd 1ist dependencymasks test
The following is a typical example of output from this command:
LIST DEPENDENCYMASKS: 0K

Important! The list commands create a directory structure, within the directory that
you specified in the Ismslogon command, that corresponds to the SMS directory
structure.

Thus, issuing tha@ist dependencymasks command will create the directory tree
/System/Policy_Components/Dependency_Mimsieur target directory.
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list domainnamegroup

Overview
The1ist domainnamegroup command lists the domain name groups. If you supply
the domainnamegroupname argument, the output of the command is an ASCII file that
is saved in the directory that you specified at logon.
Format
The format of thelist domainnamegroup command is:
1smscmd 1ist domainnamegroup <domainnamegroupname>
where:
e <domainnamegroupname> is the name of the domain name group whose contents
you want to be listed.
[
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list groups

Overview
The1ist groups command lists the names of all groups that currently exist in the
SMS database.
Format
The format of thelist groups command is:
Tsmscmd 1ist groups
Explanation
Use thelist groups command to list the names of all groups that currently exist in
the SMS database.
Example
Tsmscmd 1ist groups
L]
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list hostgroup

Overview

Format

Explanation

Example

260-100-020R9.1

Thelist hostgroup command gets the list of IP addresses that belong to the
specified host group. If you supply th@stgroup name argument, the output of the
command is an ASCII file that is saved in the directory you specified at logon.

The format of thelist hostgroup command is:
list hostgrouphostgroup name

where:

e hostgroup name is the name of the host group for which you want to see a list of
IP addresses.

Executing this command is equivalent to clicking a particular host group in the GUI.
You can get a complete list of host groups available in your current group by omitting
the hostgroup name argument. This is equivalent to clicking the Host Groups folder
on the GUI. Note that this list will only be echoed to the console; no file will be
written to the target directory if you omit the argument.

After you issue alist hostgroup command, you can open the file with any text
editor, edit the entries, and issuesa@e hostgroups command. Seésave hostgroup”
(p- 2-96)later in this chapter for details on this command.

Tsmscmd 1ist hostgroup bricks
The following is a typical example of output for this command:
LIST HOSTS:0K

Important! The list commands create a directory structure, within the directory that
you specified in the Ismslogon command, that corresponds to the SMS directory
structure.

Thus, issuing th@ist hostgroup command will create the directory tree
/System/Policy_Components/Host_Groupgour target directory.
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list lan2lantunnel

Overview
Retrieves the specified LAN-to-LAN tunnel configuration to a file under
the<cli_dir>/<group>/VPN/Lan2Lan_Tunneldolder.
Format
list lan2lantunnel [TanZlanTunnelName]
whereTan2TlanTunnelName is the name of the tunnel. If you leave off this argument,
the names of all the LAN-to-LAN tunnels in this group will be displayed on the
console.
Explanation
Use this command to list the LAN-to-LAN tunnel configuration of a particular tunnel
to a file of the same name, or have it list all the tunnel names.
Example 1
list lan2lantunnel
The following is a typical example of output for this command:
LIST LAN2LAN TUNNEL: 0K
1 °13.45.43.2_23.45.62.198°
2 ’dhcp-paper@test02_87.3.58.153"
3 ’pppoel-vlzone_87.3.58.153["
Example 2
Tist lan2lantunnel 13.45.43.2_23.45.62.198
The following is a typical example of output for this command:
LIST LANZ2LAN TUNNEL: 0K
L]
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list lan2lantunneldefaults

Overview
The1ist lan2lantunneldefaults command retrieves the default LAN-to-LAN
tunnel configuration to a file called 'defaults’ under the
<cli_dir>/<group>/VPN/Lan2Lan_Tunneldolder.
Format
list lan2lantunneldefaults
Explanation
Use this command to view, perhaps with the intent to edit and save, the LAN-to-LAN
tunnel defaults configuration.
Example
list Tan2lantunneldefaults
The following is a typical example of output for this command:
LIST LAN2LAN TUNNEL DEFAULTS: OK
O
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list servicegroup

Overview

Format

Explanation

Examples

Thelist servicegroup command gets the protocol/srcport/destport tuple that belongs
to the specified service group. If you supply thervice group name argument, the
output of the command is an ASCII file that is saved in the directory you specified at
logon.

The format of thelist servicegroup command is:
Tsmscmd 1ist servicegroup service group name

whereservice group name is the name of the service group for which you want to
see the protocol/srcport/destport information.

Executing this command is equivalent to clicking a particular service group in the GUI.
You can get a complete list of service groups available in your current group by
omitting theservice group name argument. This is equivalent to clicking the Service
Groups folder on the GUI. Note that this list will only be echoed to the console; no

file will be written to the target directory if you omit the argument.

After you issue dist servicegroup command, you can open the file with any text
editor, edit the entries, and issuesae hostgroups command. Se&save
servicegroup” (p. 2-99Mater in this chapter for details on this command.

Tsmscmd 1ist servicegroup bootpc
The following is a typical example of output for this command:
LIST SERVICES:0K

Important! The list commands create a directory structure, within the directory that
you specified in the Ismslogon command, that corresponds to the SMS directory
structure.

Thus, issuing th@ist servicegroup command will create the directory tree
/System/Policy_Components/Service_Graapgour target directory.
1
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list unusedclientteps

Overview
The1ist unusedclientteps command lists the tunnel endpoints (TEPS) of a given
Brick that are not currently being used by any Client tunnel. The listing is displayed on
the console.
Format
Tsmscmd 1ist unusedclientteps <brickName>
wherebrickName is the name of the Brick in the current group. This argument is
required.
Explanation
This command helps the user know what TEPs are available for editing the localTep
field of an existing Client tunnel or of a new Client tunnel.
Example
Tsmscmd T1ist unusedclientteps vlbrick
The following is a typical example of output for this command:
LIST UNUSED CLIENT TEPS: OK
1 ’pppoel slzone’
The first field in each list entry is the Virtual Brick Address (VBA) and the second is
the Brick ruleset.
]
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logout
Overview
The 1ogout command terminates an Administrator session of the command line
interface.
Format
The format of thelogout command is:
1smscmd logout [admin id]
Explanation
The Togout command is executed by an Administrator to terminate a command line
interface session.
The [admin id] option allows you to log out another administrator. You must be an
SMS Administrator to be able to log out another administrator.
[l
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Ismslogon

Overview

Format

Explanation

260-100-020R9.1

The 1smsTogon command enables an Administrator to log into the SMS. The SMS
authenticates the login and determines the type of administrator and privileges, based
on the administrator’'s Admin ID. Note that if you are logged in to the SMS Navigator
or another CLI with the same ID, the previous session will be terminated.

The format of thel sms1ogon command orWindow# is:

1smslogon <admin_ID> <destination_directory> [-p <password_file> or -f
<password>] [-t <logon_shell_timeout>]

and onSolarisand Linux is:

. Ismslogon <admin_ID> <destination_directory> [-p <password_file> or -
f <password>] [-t <logon_shell_timeout>]

where:

e . (“dot space”) onSolaris® and Linux means that the command is run in the
same shell. Without it, the command is run in a subshell; subsequestmd
commands will not work.

e <admin_ID> is the administrator's Admin ID.

e <destination_directory>is the directory in which the SMS will store any zone
assignment or policy files. This directory is created in the directory in which you
installed the SMS software. To specify a different directory, supply the complete
path.

e -p <password_file>is the pathname of a file containing the administrator’s
password.

e -f <password>is the administrator's password.

e -t <Jogon_shell_timeout> is the timeout period for the command line interface
(in seconds).

The <admin_ID> is the ID the administrator uses to log into the SMS graphical user
interface (GUI). It is a required argument, and must be the first argument of the
1smsTogon command.
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Example 1

Example 2

Example 3

The <destination_directory>is also a required argument, andust be the second
argument of the sms1ogon command. It is the directory in which any zone assignment
or policy files will be placed. You can enter a dot (.) to indicate the current directory,
or the path to another directory. Note that if you enter only a directory name, without
the complete path, the directory will be created relative to the current directory.

Important! The administrator must have write permission for the destination
directory, or the login will fail. If the destination directory does not exist, the
software will create it and give the user read/write permission.

The administrator’'s password is also required. There are three ways to enter it:
e Enter the password directly with thef parameter.

e Create a file containing the password and enter the pathname wittp the
parameter.

e Do neither of the above, and the system will prompt you to enter the password
from the keyboard.

By default, the command line interface has a timeout equal to the SMS GUI timeout.
If you wish to change the timeout period, you can enter a value in seconds with the
parameter.

Tsmslogon abc . -f abcl123 (Window$®)
Jsmslogon abc . -f abc123 (Solaris®, Linux)

In this command, the administrator’'s Admin ID d@sc, the files will be stored in the
current directory, and the administrator's passwordbis123.

Tsmslogon 1smsadm c:\users\files(\Window¢®)
. Tsmslogon 1smsadm c:\optisms\filegSolaris®, Linux)

In this command, the administrator's Admin ID ismsadm and the files will be stored
in c:\users\filesor c:\optlisms\filesrespectively. Since no password was entered, the
system will prompt the administrator to enter the password.

TsmsTogon grpadm c:\users\files-p pwdfile -t 3000 (Window®)
. 1smslogon grpadm c:\optlisms\files-p pwdfile -t 3000 (Solaris®, Linux)
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In this command, the administrator's Admin ID is grpadm, the retrieved files will be
stored in c:\users\files or c:\opt\isms\users, respectively, and the administrator’s
password is found in the file pwdfile. In addition, the command line timeout has been

set to 3000 seconds (50 minutes).
O
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refreshmac brick

Overview

Therefreshmac brick command is used to refresh the MAC table of a Brick.
Format

The format of therefreshmac brick command is:

refreshmac brick <brickname>

where:

e <brickname> is the name of the Brick for which you want to refresh the MAC

table.

Explanation

The refreshmac brick command is only issued for Bricks which do not have the

Allow MAC Address To Move checkbox on the Brick Editor Options tab checked.
Example

l1smscmd refreshmac brick_one

L]
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rehome brick

Overview
The rehome brick command is used in a redundant SMS configuration to reassign
management of a specific Brick to the other SMS of the pair.
Format
The format of therehome brick command is:
rehome brick brickname> <SMSIpaddress>
where:
e <brickname> is the name of the Brick you want to rehome.
e <SMSIpaddress>is the IP address of the SMS to which you want to rehome this
Brick.
Explanation
In a redundant SMS configuration, each Brick’ilomed to one of the two available
SMSs. The SMS that a Brick is homed to keeps the log records for that Brick.
Example
1smscmd rehome brick brickl101 10.10.10.10
CONTROL BRICKS: 0K
This command rehomes brick101 to the SMS with the IP address 10.10.10.10.
1smscmd rehome brick brick101 10.10.10.55
CONTROL BRICKS:Valid SMS IP Addresses for brick ’brickl01’ are:
10.10.10.10
10.10.10.5
The above example illustrates the response when an administrator attempts to rehome a
Brick, in this case perhaps because of a typing error, to an invalid IP address. The
SMS responds with a list of valid SMS IP addresses.
[
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save applicationfilter

Overview

Format

Explanation

Example

The save applicationfilter command saves the contents of the application filter
with the specified name.

The save applicationfilter command is used in conjunction with the
Tist applicationfilter command to make modifications to the contents and save
those modifications.

The format of thesave applicationfilter command is:
1smscmd save appplicationfilter <applicationfiltername>
where:

e <applicationfiltername>is the name of the application filter contents you want
to save.

Use thesave applicationfilter command to save any changes to the application
filter contents.

Tsmscmd save applicationfilter H323A

This command saves the contents of the application filter naiaesla.
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save brick

Overview

The save brick command saves a new brick configuration, or modifications to an
existing brick configuration, in the SMS database.

The save brick command is used in conjunction with theést brick command to
make modifications to the settings of a Brick and save those modifications.

Format
The format of thesave brick command is:
1smscmd save brick <filename>
where:

e <filename> is the name of the Brick configuration file for the Brick being saved.
Refer to the“add brick” (p. 2-6)command for a description of the Brick
configuration file.

Explanation

Use thesave brick command to save a new Brick or to save modifications to the
settings of an existing Brick.

Executing this command is equivalent to selectBaye from the File menu of the
Brick Editor.

Example
1smscmd save brick brick33

This command saves a Brick nam@éatick33".
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save brickruleset

Overview

Format

Explanation

Example

The save brickruleset command saves the contents of the current Brick ruleset with
the specified ruleset name.

The save brickruleset command is used in conjunction with the
1ist brickruleset command to make modifications to a brick ruleset and save those
modifications.

The format of thesave brickruleset command is:

save brickruleset <brick ruleset name>

where:

e <bprick ruleset name> is the name of the ruleset you want to save.

Use thesave brickruleset command to save any changes to a Brick ruleset.

1smscmd save brickruleset sales

This command saves a Brick ruleset nansates
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save clientlicenselimits

Overview
Saves the current configuration configuration of client license limits on groups and
TEPs.
Format
save clientlicenselimits
Example
save clientlicenselimits
[
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save clienttunnel

Overview
Save the specified Client tunnel configuration back to the SMS.
Format
save clienttunnel <clientTunnelName>
Explanation
When this command is run, a file called7ientTunnelName> containing a Client
tunnel configuration must exist in the
<cli_dir>/<group>/VPN/Clinet_Tunnelsfolder.
Example
save clienttunnel 13.45.43.2
The following is a typical example of output for this command:
SAVE CLIENT TUNNEL: OK
[
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save clienttunneldefaults

Objective
After editing the file called 'default’ under thecli_dir>/<group>/VPN/Client_Tunnels
folder, this command saves the changes back to the SMS.
Format
save clienttunneldefaults
Explanation
Use this command to save the Client tunnel defaults configuration.
Example
1smscmd save clienttunneldefaults
The following is a typical example of output for this command:
SAVE CLIENT TUNNEL DEFAULTS: 0K
]
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save dependencymasks

Overview

Format

Explanation

Example

The save dependencymasks command saves the contents of the current dependency
mask with the specified dependency mask name.

The save dependencymasks command is used in conjunction with the
Tist dependencymasks command to make modifications to dependency masks and
save those modifications.

The format of thesave dependencymasks command is:

savedependencymasks <dependency mask name>

where:

e <dependency mask name> is the name of the dependency mask you want to save.

Use thesave dependencymasks command to save any changes to a dependency mask.

Ismscmdsave dependencymasks client

This command saves a dependency mask named client.
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save domainnamegroup

Overview

Format

Explanation

Example
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The save domainnamegroup command saves the contents of the domain name group
with the specified name.

The save domainnamegroup command is used in conjunction with the
Tist domainnamegroup command to make modifications to dependency masks and
save those modifications.

The format of thesave domainnamegroup command is:
save domainnamegroup <domainnamegroupname>

where:

e <domainnamegroupname> is the name of the domain name group whose contents
you want to save.

Use thesave domainnamegroup command to save any changes to a domain name
group.

Tsmscmd save domainnamegroup specialdns

This command saves a domain name group calfedialdns.
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save hostgroup

Overview

Format

Explanation

Example

The save hostgroup command saves the contents of the current hostgroup with the
specified host group name.

The save hostgroup command is used in conjunction with theést hostgroup
command to make modifications to host groups and save those modifications.

The format of thesave hostgroup command is:
save hostgroughostgroup name>

where:
e <hostgroup name> is the name of the host group you want to save.

Use thesave hostgroup command to save any changes to a host group.

1smscmd save hostgroup marketing

This command saves a host group named marketing.
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save lan2lantunnel

Overview
Save the specified LAN-to-LAN tunnel configuration back to the SMS.
Format
save lan2lantunnel [<TanZlanTunnelName>]
where lan2lanTunnelName is the name of the tunnel.
Explanation
When this command is run, a file calledan27anTunnelName> containing a
LAN-to-LAN tunnel configuration must exist in the
<cli_dir>/<group>/VPN/Lan2Lan_Tunneldolder.
Example 1
save lan2lantunnel 13.45.43.2_23.45.62.198
The following is a typical example of output for this command:
SAVE LAN2LAN TUNNEL: OK
O
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save lan2lantunneldefaults

Overview
After editing the file calleddefault’ under the
<cli_dir>/<group>/VPN/Lan2Lan_Tunneldolder, this command saves the changes
back to the SMS.
Format
save lan2lantunneldefaults
Explanation
Use this command to save the LAN-to-LAN tunnel defaults configuration.
Example
save lan2lantunneldefaults
The following is a typical example of output for this command:
SAVE LAN2LAN TUNNEL DEFAULTS: OK
[
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save servicegroup

Overview

Format

Explanation

Example
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The save servicegroup command saves the contents of the current service group
with the specified service group name.

The save servicegroup command is used in conjunction with the
Tist servicegroup command to make modifications to service groups and save those
modifications.

The format of thesave servicegroup command is:

save ser‘vicegr‘oup <serv7’cegr‘oup name>

where:

e <servicegroup name> is the name of the service group you want to save.

Use thesave servicegroup command to save any changes to a service group.

1smscmd save servicegroup special

This command saves a service group narsieecial.
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SMS CLI Files

Overview

Purpose

This chapter provides the information required to understand and edit, if necessary, the
policy information in Alcatel-LucenVPN Firewall Brick™ Security Appliance, Brick
ruleset, host group, service group, dependency mask, client tunnel, and LAN-LAN
tunnel files.

File commands

260-100-020R9.1

This chapter describes the files that are created when an Administrator executes the
following commands:

e Jist applicationfilter

e TJist brick

e Tist brickruleset

e Tist brickstatus

e Jlist clienttunnel

e Jist clienttunneldefaults
e TJist dependencymasks

e Jist hostgroup

e Jlist Tan2lantunnel

e Tist TanZ2lantunneldefaults

e Jist servicegroup

These files are stored in the group directory that you specified when you logged in.
The list commands create a directory structure, within that directory that corresponds to
the SMS directory structure.

Thus, issuing thaist brick command will create the directory tree:

/System/Devices/Bricks
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in your target directory.

You can edit these files using a standard text editor to add or update Brick ports, Brick
rulesets, host groups, service groups, dependency masks, client tunnels, and LAN-LAN

tunnels.
Contents
brick File 3-3
brickruleset File 3-14
brickstatus File 3-31
client license limits File 3-33
client tunnel defaults File 3-37
client tunnel File 3-49
hostgroups File 3-66
lan2lan tunnel defaults File 3-68
lan2lan tunnel File 3-74
servicegroups File 3-89
dependency masks File 3-92
L]
32 260-100-020R9.1

Issue 7, August 2009



SMS CLI Files

brick File

Overview

Explanation

Example
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The brick file contains configuration information for a specific Brick.

The name of the file isbrick name> and is located on the SMS in the directorgli
dir>/<group>/Devices/Brick,where<c1i dir>is given as an argument to the
Tsms1logon command, andgroup> is the current group that you are in when executing
the add brick command. By default, the group system .

Data in the Brick configuration file is organized in<aame>=<value> format. To
specify table data, an index is added to the name to specify the row in the table to
which it applies.

Only one name/value pair exists per line. The order of each name/value pair in the file
can vary.

Refer to the configuration file description in thadd brick” (p. 2-6)command section
in Chapter 2, “SMS CLI Commanddgbr a description of each field.

The following is an example of a portion of a typical Brick file:
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foldername=
dhcpMethod=broadcast
dhcpAddresses=*
showVLANView=false
pppoeZKeepAliveRetryCnt=h
description=
adminServerIP=135.222.142.117,135.222.142.118,135.222.142.128
useBrickAddr=false
enableMsgsNoLogin=false
timeOffsetFromSms=0.0
pppoe2ChapKey=
pppoe2MACAddr=
multicastToFirstZone=true
auditWait=false
failbackDelay=
version=9.2.113
mobile=false

macAddressB=

macAddressA=
pppoelKeepAlivelntv1=30
promonlLogsIntervalSecs=30
pingMinActive=120
pppoelPassword=
failoverPrfStshint=auto
dhcpServers=*
pppoeZService=
enablelCM=true
brickType=brick

snmpPort=
targetFloorUtilization=65
gateway=
activationThreshol1d=80
name=joesbrick
snmpReadCommunity=
enableBrickFailover=true
snmpSysContact=
failoverYldTime=15
failoverLabelB=
failoverLabelA=
pppoelMACAddr=
priorityLSMSIP=135.222.142.117,135.222.142.118,135.222.142.128
pppoe2Userld=
snmpSysLocation=
localPartition=*Default
enableSnmpAgent=false
UDFValued=
firewallIP=135.222.142.117
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UDFValue3=

UDFValuez2=
UDFValuel=yes
UDFValue0=2
routeReturn=false
pppoelChapKey=
pppoeZKeepAlivelntv1=30

adminServerGateway=default,default,default

dynNatDelaySecs=60
primaryBrick=none
autoRefreshMac=false
failoverActvTime=4
pppoelService=
pppoeZPassword=
stickiness=300
pppoeAsRedundantPair=false
loginBannerText=
pppoelKeepAliveRetryCnt=b
pppoelUserId=
remotelLoginlID=
encryptPreferredLink=true
dhcpServerHostGroupName=
dhcpAddressHostGroupName=
VLANID[O]=1

VLANipAddress[01=135.222.142.117/24

brickVLANIPCount=1
interfaceName[0]=local
aggregatePort[0]=
defaultVLANID[O]=1
receiveBitRate[0]=100M
transmitBitRate[0]=100M
enab1eQ0S[0]=false
dhcpRequest[0]=false
interfaceMode[0J=auto
portDescription[0]=
enabledJumboFrame[0]=false
mtul0]=

ignoreHeartBeatFailures[0]=false

interfaceNamel[1l]=ether0
aggregatePort[1l]=
defaultVLANID[1]=1
receiveBitRate[1]=100M
transmitBitRate[1]=100M
enableQO0S[1]=false
dhcpRequest[1]1=false
interfaceModel[1]=auto
portDescription[1]=
enabledJumboFrame[1]=false
mtull]=

brick File
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ignoreHeartBeatFailures[1]=false

interfaceName[2]=etherl
aggregatePort[2]=
defaultVLANID[2]=1
receiveBitRate[2]=100M
transmitBitRate[2]=100M
enab1eQ0S[2]=false
dhcpRequest[2]1=false
interfaceMode[2]=auto
portDescription[2]=
enabledumboFrame[2]=false
mtul2]=

ignoreHeartBeatFailures[2]=false

interfaceName[3]=ether?
aggregatePort[3]=
defaultVLANID[3]=1
receiveBitRate[3]=100M
transmitBitRate[3]=100M
enableQO0S[3]=true
dhcpRequest[3]=false
interfaceMode[3]=auto
portDescription[3]=
enabledumboFrame[3]=false
mtul3]=

ignoreHeartBeatFailures[3]=false

interfaceName[4]=ether3
aggregatePort[4]=
defaultVLANID[4]1=1
receiveBitRate[4]1=100M
transmitBitRate[4]1=100M
enableQ0S[4]1=false
dhcpRequest[4]1=false
interfaceMode[4]=auto
portDescription[4]=
enableJumboFrame[4]=false
mtul4]=

ignoreHeartBeatFailures[4]=false

interfaceNumber[0]=0
policy[0]=firewall
virtualBrickAddress[0]=
dhcpTEPVBALO]J=false
matchVBAPackets[0]=false
zonelPAddressOrRange[0]=*
zonelIPHost[0]=

allowedOutSourcelPAddressOrRangel[0]=*

allowedOutSourcelIPHost[0]=

localAddressmapping[0]=direct
localPresenceAddressOrRange[0]=

localPresenceHost[0]=

brick File
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vpnCertificate[0]=
defaultAuthService[0]=
AuthTimeQut[0]1=480
SourcelIPs[0]=*
zonePriority[0]=16
maxQueuelatency[0]1=500
gosParamsActivel[0]=00
guarZoneRateIn[0]=
guarZoneRateOQut[0]=
maxZoneRateIn[0]=
maxZoneRateQut[0]=
maxZoneConcSessTotal[0]=
maxZoneConcSessIn[0]=
maxZoneConcSessOut[0]=
setTOSDiffServBits[0]=false
separateBorrowSetting[0]=false
bitTemplate[0]=TOS
bitPatternBorrow[0]=00
bitPatternNonBorrow[0]=00
dpatActivel0]=false
dpatPort[0]=9898
enableMappingCleanup[0]=true
mappingLifetime[0]=
bvgCPUThreshol1d[0]1=70
rtpQ0SPriority[0]=3
rtpMaxQueuelLatency[0]=50
dpatRTPQOSActivel[0]=false
rtpQosParamsActivel[0]1=00
guarRtpRateIn[0]=200M
guarRtpRateOut[0]=200M
maxRtpRateIn[0]=64K
maxRtpRateQut[0]1=64K
enableBPG[0]=false
bpgMappingLifetime[0]=
bpgldleTimeout[0]=
bpgCpuThreshold[0]=
interfaceNumber[1]=1
policy[1l]=
virtualBrickAddress[1]=
dhcpTEPVBAL1]=false
matchVBAPackets[1]=false
zonelPAddressOrRange[1]=*
zonelPHost[1]=

allowedOutSourcelPAddressOrRange[1]=*

allowedOutSourcelPHost[1]=
localAddressmapping[1]=direct
localPresenceAddressOrRange[1]=
localPresenceHost[1]=
vpnCertificate[1l]=

brick File
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defaultAuthServicel[l]=
AuthTimeQut[1]1=480
SourcelPs[1]=*
zonePriority[1]=16
maxQueuelatency[1]1=500
gosParamsActive[11=00
guarZoneRatelIn[1]=
guarZoneRateOQut[1l]=
maxZoneRateIn[1]=
maxZoneRateOut[1]=
maxZoneConcSessTotal[1]=
maxZoneConcSessIn[1]=
maxZoneConcSessOut[1]=
setTOSDiffServBits[1]=false
separateBorrowSetting[1]=false
bitTemplate[1]=T0S
bitPatternBorrow[1]1=00
bitPatternNonBorrow[1]1=00
dpatActivel[l]=false
dpatPort[1]=9898
enableMappingCleanupl[l]=true
mappingLifetime[1]=
bvgCPUThreshold[11=70
rtpQOSPriority[1]1=3
rtpMaxQueuelatency[1]1=50
dpatRTPQOSActivel[l]=false
rtpQosParamsActivel[11=00
guarRtpRateIn[1]1=200M
guarRtpRateOut[1]=200M
maxRtpRateIn[1]1=64K
maxRtpRateQut[1]1=64K
enableBPG[1]=false
bpgMappingLifetime[l]=
bpgldlieTimeout[1]=
bpgCpuThreshold[1]=
interfaceNumber[2]=2
policy[2]=administrativezone
virtualBrickAddress[2]=
dhcpTEPVBAL2]=false
matchVBAPackets[2]=false
zonelPAddressOrRangel[2]=*
zonelPHost[2]=
allowedOutSourcelPAddressOrRange[2]=*
allowedOutSourcelPHost[2]=
localAddressmapping[2]=direct
localPresenceAddressOrRangel[2]=
localPresenceHost[2]=
vpnCertificatel[2]=
defaultAuthServicel[2]=
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AuthTimeOut[2]1=480
SourcelPs[2]=*
zonePriority[2]=16
maxQueuelatency[2]1=500
qosParamsActive[2]1=0
guarZoneRatelIn[2]=
guarZoneRateOQut[2]=
maxZoneRateln[2]=
maxZoneRateQut[2]=
maxZoneConcSessTotal[2]=
maxZoneConcSessIn[2]=
maxZoneConcSessQut[2]=
setTOSDiffServBits[2]=false
separateBorrowSetting[2]=false
pitTemplate[2]=T0S
bitPatternBorrow[21=00
bitPatternNonBorrow[2]=00
dpatActivel[2]=false
dpatPort[2]=9898
enableMappingCleanupl[2]=true
mappinglLifetime[2]=1
bvgCPUThreshold[2]1=70
rtpQ0SPriority[2]1=3
rtpMaxQueuelatency[2]1=50
dpatRTPQOSActivel[2]=false
rtpQosParamsActivel[2]1=0
guarRtpRatelIn[2]=200M
guarRtpRateOQut[2]=200M
maxRtpRateln[2]1=64K
maxRtpRateQut[2]1=64K
enableBPG[2]=false
bpgMappinglLifetime[2]=
bpgldlieTimeout[2]=
bpgCpuThreshold[2]=
interfaceNumber[3]1=3
policy[3]=vpnzone

virtualBrickAddress[3]=135.112.247.28

dhcpTEPVBAL3]=false
matchVBAPackets[3]=false
zonelPAddressOrRangel[3]=
zonelPHost[3]=nycsales

allowedOutSourcelPAddressOrRangel[3]=*

allowedOutSourceIPHost[3]=
localAddressmapping[3]=direct
localPresenceAddressOrRange[3]=
localPresenceHost[3]=
vpnCertificate[3]=
defaultAuthService[3]=RADIUS
AuthTimeOut[3]1=480

brick File
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SourcelPs[3]=*
zonePriority[3]=16
maxQueuelatency[3]1=500
gosParamsActive[3]1=0
guarZoneRateIn[3]=
guarZoneRateQut[3]=
maxZoneRateIn[3]=
maxZoneRateQut[3]=
maxZoneConcSessTotal[3]=
maxZoneConcSessIn[3]=
maxZoneConcSessQut[3]=
setTOSDiffServBits[3]=false
separateBorrowSetting[3]=false
bitTemplate[3]=T0S
bitPatternBorrow[31=00
bitPatternNonBorrow[31=00
dpatActivel[3]=false
dpatPort[3]=9898
enableMappingCleanupl[3]=true
mappinglLifetime[3]=1
bvgCPUThresho1d[31=70
rtpQ0SPriority[3]1=3
rtpMaxQueuelatency[3]1=50
dpatRTPQOSActivel[3]=false
rtpQosParamsActivel[3]1=0
guarRtpRateIn[3]=200M
guarRtpRateOut[3]=200M
maxRtpRateIn[31=64K
maxRtpRateQut[3]1=64K
enableBPG[3]=false
bpgMappingLifetime[3]=
bpgldleTimeout[3]=
bpgCpuThreshold[3]=
interfaceNumber[4]=4
policyl[4]=
virtualBrickAddress[4]=
dhcpTEPVBA[4]1=false
matchVBAPackets[4]=false
zonelPAddressOrRange[4]=*
zonelPHost[4]=
allowedOutSourcelPAddressOrRange[4]1=*
allowedOutSourcelPHostl[4]=
localAddressmapping[4]=direct
localPresenceAddressOrRangel[4]=
localPresenceHost[4]=
vpnCertificatel[4]=
defaultAuthServicel[4]=
AuthTimeOut[4]1=480
SourcelPs[4]=*
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zonePriority[4]=16
maxQueuelatencyl[4]1=500
gosParamsActive[4]1=00
guarZoneRatelIn[4]=
guarZoneRateOQut[4]=
maxZoneRatelIn[4]=
maxZoneRateOut[4]=
maxZoneConcSessTotal[4]=
maxZoneConcSessIn[4]=
maxZoneConcSessOut[4]=
setTOSDiffServBits[4]=false
separateBorrowSetting[4]=false
bitTemplate[4]1=TO0S
bitPatternBorrow[4]1=00
bitPatternNonBorrow[41=00
dpatActivel4]=false
dpatPort[4]=9898
enableMappingCleanupl[4]=true
mappinglLifetimel[4]=
bvgCPUThreshold[4]1=70
rtpQOSPriority[4]1=3
rtpMaxQueuelatency[4]1=50
dpatRTPQOSActivel[4]=false
rtpQosParamsActivel[4]1=00
guarRtpRatelIn[4]1=200M
guarRtpRateOut[4]1=200M
maxRtpRateIn[41=64K
maxRtpRateQut[4]1=64K
enableBPG[4]=false
bpgMappinglLifetimel[4]=
bpgldleTimeout[4]=
bpgCpuThresholdl[4]=
zonelnterfaceCount=5
zone[0]=vpnzone
servicel[0]=6/443/*
proxyDescription[0]=Automatic entry for user
proxyIP[0]=@ManageServer
proxyPort[0]=9011
encrypt[0]=false

thekey[0]=
reflectionType[0]=single
passNoLPA[O]=false
proxyCount=1
destinationNetwork[0]=206.191.84.0/24
gatewayIP[0]=135.222.142.117
routeDisabled[0]=false
routeDescription[0]=
verifyRoute[0l=true
routeCost[01=0

authentication

brick File
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routePingDestAddr[0]=206.191.184.7
routePingSrcAddr[0]1=135.222.142.117
routePingInterval[0]=10
routePingTimeout[0]=1
routePingMaxFail[0]=3
routeCount=1
destNetworkHostGroup[0]=
icmDescription[0]=Drop and No Audit
icmName[0]=Drop_Unaud
icmService[0]=*
icmThreshold[0]1=0
icmAudit[0]=no

icmDrop[0]=yes
icmHalfOpen[0]=any
icmDescription[1]=Drop and Audit
icmName[1]=Drop_Audit
icmServicel[1]=*
icmThreshold[1]1=0
icmAudit[1l]=yes

icmDropl[1]=yes
icmHalfOpen[1]=any
icmDescription[2]=ICMP
icmName[2]=ICMP
icmService[2]=icmp
icmThreshold[2]=15
icmAudit[2]=any

icmDropl[2]=no
icmHalfOpen[2]=any
icmDescription[3]1=UDP
icmName[3]=UDP
icmServicel[3]=udp
icmThreshold[3]=25
icmAudit[3]=any

icmDrop[3]=no
icmHalfOpen[3]=any
icmDescription[4]=TCP Half-Open
icmName[4]=TCP_SYN
icmServicel[4]=tcp
icmThreshold[4]1=45
icmAudit[4]=any

icmDropl4]1=no
icmHalfOpenl[4]=yes
icmDescription[5]=TCP Full-0pen
icmName[5]1=TCP_Full
icmServicel[5]=tcp
icmThreshold[5]=100
icmAudit[5]=any

icmDropl5]1=no

icmHalfOpen[5]1=no
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icmDescription[6]=SCTP Half-0Open

brick File

icmName[6]=SCTP
icmService[6]=sctp
icmThreshold[6]=5
icmAudit[6]=any
icmDropl[6]=no
icmHalfOpen[6]=yes
icmDescription[7]=A11 other
icmName[7]1=Any
icmServicel[7]=*
icmThreshold[7]1=25
icmAudit[7]=any
icmDrop[7]=no
icmHalfOpen[7]=any
icmCount=8
pingFailoverCount=0

adminServerName=<user modified>,central-c2,cs-admin

adminServerAssocLSMS=, ,central-c?

certType=dss
skipRouteCheck=false
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brickruleset File

Overview

Format

The rules file contains all the rules in a given Brick ruleset security policy.

The rules are presented in numerical order, beginning with the first rule. Each rule
begins with a line that reads

{ **% Brick Rule # ***

whereBrick Rule # is the number of the rule. Each field in the rule occupies a
separate line in the file under the rule number.

The following shows the format of each rule in the Rules file:

260-100-020R9.1
Issue 7, August 2009



SMS CLI Files brickruleset File

description=
foldername=

*** Brick Rule # ***
ruleNumber=
ruleDescription=
disabled=
sourcelP=*
destinationIP=
service=

direction=

act=

dropAction=
sessionTimeout=
depMask=
auditSession=
alarmCode=
natSourcelP=
natSourceType=
natDestinationlIP=
natDestinationType=
destinationPortMapping=
maxUseTotal=
maxUseConcurrent=
authorizeReturnChannel=
vpn=

synFloodType=
synFloodTimeout=
synFloodCount=
vlanlID=
allowIcmpReplies=
qosActive=
rulePriority=
maxQueuelatency=
qgosParamsActive=
guarSessBitRateln=
guarSessBitRateOut=
guarRuleBitRateln=
guarRuleBitRateOut=
maxSessBitRateln=
maxSessBitRateQut=
maxSessPktRateln=
maxSessPktRateQut=
maxRuleBitRateln=
maxRuleBitRateQut=
maxRulePktRateln=
maxRulePktRateOut=
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maxNewSessRatelIn=

brickruleset File

maxNewSessRateOQut=
setTOSDiffServBits=
separateBorrowSetting=
bitTemplate=
bitPatternBorrow=
bitPatternNonBorrow=
alarmNewSessRate=
alarmRuleBitRate=
alarmRulePktRate=
statInterval=
todActive=
startTime=

endTime=

daysOfWeek=
timeSource=
toSDiffServMatch=
tepStrict=false
auditSessionkxception=
strongTCPSegNumbers=
tTCPOptions=
nonStandardOptions=
enforceTCPTimestamp=
brickmatch=
rbrFwdAddress=
rbrRevAddress=
rbrFwdRouteBox=
rbrFwdRouteSrcPort=
rbrFwdRouteDstPort=
rbrRevRouteBox=false
sctpActive=true
sctpStrict=true
sctpAllowHostNames=
sctpAllowUnrecChunkTypes=
sctpForwardAllow=
sctpReverseAllow=
sctpForwardAddr=*
sctpReverseAddr=*

sctpPPIDs=0,IUA - 1,M2UA - 2,M3UA - 3,SUA - 4,M2PA - 5,V5UA - 6,H.248

J
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Explanation

brickruleset File

The following table describes each field in a rule:

Field

Explanation

description

An optional textual description of the
entire ruleset. It can contain up to 80
characters. This field accepts lower

case characters, numbers, and certain
special characters.

foldername

This field indicates the path to the
folder/subfolder where the named
entity is located (i.e., foldername=
folderl/subfolderl). If this field is left
blank, the named entity is located in its
respective root folder.

ruleNumber

The number of the rule. It can be a
number from 1-65529.

The rule number is actually determined
by the position of the rule in the file.
If the position changes, and“save
dependencymasks” (p. 2-94pmmand
is executed, the rule’s number will
change accordingly. Rule 0 should
never be edited.

ruleDescription

A description of the rule.

This field corresponds to the
Description field in the Brick Zone
Rule Editor, Basic tab.

disabled

A value of True disables the rule; a
value ofFalse enables the rule. The
default isTrue.

This field corresponds to thRule
Active field on the Brick Zone Rule
Editor, Basic tab.
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brickruleset File

Field

Explanation

sourcelP

The IP address of the source host. It
can be an asterisk (wildcard), a single
IP address, a host group, or a user
group.

If you enter a host group, the host

group must also be in the HostGroups
file to be valid.

If you enter a user group, you must
prefix the name with a ~(e.g.,
~groupl).

This field corresponds to th8ource
field on the Brick Zone Rule Editor,
Basic tab.

destinationIP

The IP address of the destination host.
It can be an asterisk (wildcard), a
single IP address, a host group, a user
group, or a Virtual Brick Address
(VBA).

If you enter a host group, the host
group must also be in the HostGroups
file to be valid.

If you enter a user group, you must
prefix the name with a ~(e.g.,
~groupl).

This field corresponds to the
Destination field on the Brick Zone
Rule Editor, Basic tab.

service

The protocol, destination port and
source port. It can be an asterisk
(wildcard), a choice from the
drop-down menu, or a service group
name.

This field corresponds to th8ervice or
Group field on the Brick Zone Rule
Editor, Basic tab
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Field

Explanation

direction

The direction of the packet flow
relative to the Brick zone ruleset. It
can be In To Zone, Out Of Zone, or
Both.

This field corresponds to theirection
field on the Brick Zone Rule Editor,
Basic tab.

act

The action to be taken if the source
host, destination host and service in t
rule match that of the packet. It can b
Drop, Pass, Proxy, VPN, or VPN
Proxy. Default is Drop.

This field corresponds to thaction
field on the Brick Zone Rule Editor,
Basic tab.

dropAction

Refers to rules that have Drop as the
action. It determines whether the Bric
notifies the originator of a session tha
the rule has caused it to drop the
session. It can be Yes or No. Default
No.

This field corresponds to thBrop
Action box on the Brick Zone Rule
Editor, Basic tab.

sessionTimeout

The number of seconds of inactivity
before an entry is removed from the
session cache. It can be a number frg
1-99,999. Default is 300.

This field corresponds to th8ession
Timeout field on the Brick Zone Rule
Editor, Advanced tab.

depmask

The name of a dependency mask.

This field corresponds to the
Dependency Mask field on the Brick
Zone Rule Editor, Advanced tab.

auditSession

This field corresponds to thaudit
Session field on the Brick Zone Rule
Editor, Basic tab.
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brickruleset File

Field

Explanation

alarmCode

A code associated with an alarm. The
alarm is triggered when a packet
matching the rule arrives at the Brick.

It can be a number from 1-65535, or a

blank.

This field corresponds to thalarm
Code field on the Brick Zone Rule
Editor, Advanced tab.

natSourcelP

Used for network address translation.
is the address that the source host wi
be mapped to. It can be a single IP
address, host group, VBA, or
virtual_fw_addr.

This field corresponds to th8ource
Address Mapping box on the Brick
Zone Rule Editor, Address Translation
tab.

natSourceType

Determines the type of source addres
mapping to be performed. It can be
Direct, Pool or Local:

e Direct causes the Brick to map
source addresses on a one-to-one
basis. It is the default.

e Pool causes the Brick to map
source addresses in a round robin
fashion.

e Local activates local presence
feature which creates a pool of
local addresses to use for
client-LAN VPNs. (If the type is
Local, the natSource field should
be blank).

This field corresponds to the Source
Address Mappindrype field on the
Brick Zone Rule Editor, Address
Translation tab.

It
I
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Field

Explanation

natDestinationIP

Used for network address translation.
is the address that the destination hos
will be mapped to. It can be a Virtual
Brick address or a host group.

This field corresponds to the
Destination Address Mapping box on
the Brick Zone Rule Editor, Address
Translation tab.

natDestinationType

Determines the type of destination
address mapping to be performed. It
can be Direct, Pool or Local:

e Directly causes the Brick to map
destination addresses on a
one-to-one basis. It is the default.

e Pool causes the brick to map
destination addresses in a round
robin fashion.

e Local activates the local presence
feature which creates a pool of
local addresses to use for
client-LAN VPNSs. (If the type is
Local, the natDestination field
should be blank).

This field corresponds to the
Destination Address Mappin@ype
field on the Brick Zone Rule Editor,
Address Translation tab.

destinationPortMapping

The port(s) that will be used for
destination port mapping. It can be a

single port, a ranges of ports, or blank.

This field corresponds to the
Destination Port Mapping field on the
Brick Zone Rule Editor, Address
Translation tab.

maxUseTotal

Specifies the maximum number of
times a rule can be invoked. The rule
is disabled after the limit is reached.

This field corresponds to thilax Use
Total field on the Brick Zone Rule
Editor, Advanced tab.
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Field

Explanation

maxUseConcurrent

Specifies the maximum number of
sessions authorized by the rule that can
be active at one time. The rule

becomes disabled when the limit is
reached, and remains disabled until the
count falls below the limit.

This field corresponds to thelax Use
Concurrent field on the Brick Zone
Rule Editor, Advanced tab.

authorizeReturnChannel

Determines whether the initial packet
of a session will create forward and
reverse channels in cache with the
same action, so that a separate rule is
not needed to create a return channel.
It can be True or False. Default is
True.

This field corresponds to thauthorize
Return Channel checkbox on the Brick
Zone Rule Editor, Advanced tab.

vpn

Determines whether packets authorized
by this rule will be encrypted inside
the Brick zone ruleset, outside the
Brick zone ruleset, or both. It can be
External, Internal, or Both.

This field corresponds to theirtual
Private Network field on the Brick
Zone Rule Editor, Advanced tab.

synFloodType

The type of SYN Flood protection for
this rule.

This field corresponds to th8YN
Flood Protection Type field on the
Brick Zone Rule Editor, Advanced tab

synFloodTimeout

The timeout period after which the
Brick sends a reset to the destination
host. SYN Flood protection must be
enabled on the rule for this timeout to
be in effect.

This field corresponds to th8YN
Flood Reset Timeout field on the Brick
Zone Rule Editor, Advanced tab.
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Field

Explanation

vlanID

The VLAN identifier. The VLAN ID in
the packets must match this VLAN ID
for the rule to match a session.

This field corresponds to théLAN ID
field on Brick Zone Rule Editor, Basic
tab.

allowIcmpReplies

If enabled, allows ICMP messages
containing the same 5-tuple —
protocol, source address, destination
address, source port (if any) and
destination port (if any) — to be
passed back to the other side of the
Brick.

This field corresponds to thallow
ICMP Replies checkbox on Brick Zone
Rule Editor, Advanced tab.

gosActive

A value of True indicates that
Bandwidth Management

guarantees/limits are in effect. A value

of Falseindicates that Bandwidth
Management parameters are not bein
applied. The default i$alse.

rulePriority

This parameter controls which rule
class(es) - session, rule, zone, physic
port level - receive any available
excess bandwidth once their guarante
are satisfied.

This field corresponds to thRule
Priority field on the Brick Zone Rule
Editor, Bandwidth tab.

maxQueuelatency

This parameter controls the maxium
amount of time a packet will be
gueued in the Brick, in milliseconds.

This field corresponds to thElaximum
Queue Latency (ms) field on the Brick
Zone Rule Editor, Bandwidth tab.
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Field

Explanation

guarSessBitRateln

, quarSessBitRateOut
maxSessionBitRateln,
maxSessBitRateOut, maxRuleBitRateln
maxSessBitRateOut, maxSessPktRateln
maxPktRateOut, maxRuleBitRateln
maxRuleBitRateOut, maxRuleBitRateln
maxRuleBitRateOut, maxRulePktRateln
maxRulePktRateOut, maxNewSessRateln
maxNewSessRateOut

These fields are used to set the
bandwidth guarantee and limit rates for
sessions and rules at the bit and packet
level.

These fields correspond to the Limits
and Guarantees fields on the Brick
Zone Rule Editor, Bandwidth tab.

setTOSDiffServBits

A value of True indicates that the
TOS/DiffServ bits are being utilized to
prioritize IP traffic. A value ofFalse
indicates that TOS/DiffServ parameters
are not being utilized. The default
value isFalse.

separateBorrowSetting

A value of True indicates a
TOS/DiffServ byte pattern is being
used as matching criteria for the rule
to be triggered. A value ofalse
indicates that a TOS/DiffServ byte
pattern match is not being utilized. The
default value isFalse.

bitTemplate, bitPatternBorrow,
bitPatternNonBorrow, alarmNewSessRate
alarmruleBitRate, alarmRulePktRate
statInterval, TosDiffServMatch

These fields are used to set the
TOS/DiffServ and associated Rule
Bandwidth Exceeded Alarm trigger
parameters.

These fields correspond to the
TOS/DiffServ and Alarm When Traffic
Exceeded fields on the Brick Zone
Rule Editor, Bandwidth tab.

todActive

A value of True indicates that the
Time of Day Restrictions feature is
being applied to a rule. A value of
False indicates the TOD feature is not
being applied. The default value is
False.

This field corresponds to the
Time-of-Day Active checkbox on the
Brick Zone Rule Editor, Basic tab.
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Field

Explanation

startTime

, endTime, daysofWeek, timeSource

These fields are used to set the Time
of Day Restrictions parameters for a
rule.

These fields correspond to the TOD
feature fields on the Brick Zone Rule
Editor, Basic tab.

tepStrict

A value of True indicates that Strict
TCP State Enforcement is being
applied on a rule. A value ofalse
indicates that Strict TCP Enforcement
is not in effect. The default value is
True for new rules in existing zones,
all rules in new zones, and all rules in
all zones for new installations.

auditSessionException

, StrongTCPSeqNumbers, tTCPOptions
nonStandardOptionsenforceTCPTimestamp

These fields are used to set up
parameters for TCP validation. All of
the fields accept drue or False
value.

These fields correspond to the TCP
Validation fields on the Brick Zone
Rule Editor, Basic tab.

brickmatch

Indicates whether the rule is specific {
one or more Bricks.

This field corresponds to thBrick
Match field on the Brick Zone Rule
Editor, Basic tab.

rbrFwdAddress

, rbrRevAddress, rbrFwdRouteBox,
rbrFwdRouteSrcPort,
rbrFwdRouteDstPort, rbrRevRouteBox

These fields are used to set parameters

for the Rules-Based Routing feature.

The valid values forbrFwdRouteBox
are Always Route to A11 Hosts (the
default),

o Ping,

Route to osts that Only Respond t
Route to Hosts that Only
Respond to Syn

3-25
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Example

brickruleset File

Field

Explanation

sctpActive

A value of True indicates that Stream
Control Transport Protocol (SCTP)
processing is active on a rule. A value
of False indicates that SCTP
processing is not being applied to a
rule. The default value i§alse.

This field corresponds to thEnable
SCTP Processing (for this rule only)
checkbox on the Brick Zone Rule
Editor, SCTP tab.

sctpStrict

, sctpATlowHostNames,
sctpAllowUnrecChunkTypes,
sctpForwardAllow, sctpForwardAddr,
sctpReverseAddr, sctpPPIDs

These fields are used to specify
parameters for SCTP processing on a
rule.

Valid values for the
sctpForwardAllow and
sctpReverseAllow fields aredeny
(the default) orallow.

These fields correspond to the SCTP
Processing options on the Brick Zone
Rule Editor, SCTP tab.

The following is an example of a fragment of a typical Brick ruleset file:
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*** Brick Rule 1 ***
ruleNumber=0
ruleDescription=
disabled=false
sourcelP=*
destinationIP=*
service=*
direction=both
act=drop
dropAction=none
sessionTimeout=300
depMask=
auditSession=basic
alarmCode=
natSourcelP=
natSourceType=
natDestinationlIP=
natDestinationType=
destinationPortMapping=
maxUseTotal=
maxUseConcurrent=
authorizeReturnChannel=true
vpn=
synFloodType=none
synFloodTimeout=
synFloodCount=
vlanID=*
allowlIcmpReplies=false
gosActive=false
rulePriority=
maxQueuelatency=500
qgosParamsActive=3FFF
guarSessBitRateln=
guarSessBitRateOut=
guarRuleBitRateln=
guarRuleBitRateOut=
maxSessBitRateln=
maxSessBitRateQut=
maxSessPktRateln=
maxSessPktRateQut=
maxRuleBitRateln=
maxRuleBitRateOut=
maxRulePktRateln=
maxRulePktRateQut=
maxNewSessRateln=
maxNewSessRateQut=
setTOSDiffServBits=false
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separateBorrowSetting=true

brickruleset File

bitTemplate=TO0S
bitPatternBorrow=
bitPatternNonBorrow=
alarmNewSessRate=
alarmRuleBitRate=
alarmRulePktRate=
statInterval=
todActive=false
startTime=00:00:00
endTime=23:59:59
daysOfWeek=127
timeSource=local
toSDiffServMatch=
tepStrict=false
auditSessionkxception=basic
strongTCPSegNumbers=false
tTCPOptions=false
nonStandardOptions=false
enforceTCPTimestamp=true
brickmatch=
rbrFwdAddress=
rbrRevAddress=
rbrFwdRouteBox=Always Route to A1l Hosts
rbrFwdRouteSrcPort=
rbrFwdRouteDstPort=
rbrRevRouteBox=false
sctpActive=true
sctpStrict=true
sctpAllowHostNames=false
sctpAllowlUnrecChunkTypes=false
sctpForwardAllow=deny
sctpReverseAllow=deny
sctpForwardAddr=*
sctpReverseAddr=*

sctpPPIDs=0,IUA - 1,M2UA - 2,M3UA - 3,SUA - 4,M2PA - 5,V5UA - 6,H.248

J
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*** Brick Rule 2 ***
ruleNumber=200

brickruleset File

ruleDescription=allow bricks to send audit data to the LSMS and

request downloads
disabled=false
sourcelP=brickRemoteAddresses
destinationIP=LSMS
service=brick_to_SMS_Services
direction=in
act=pass
dropAction=
sessionTimeout=300
depMask=
auditSession=basic
alarmCode=
natSourcelP=brickLocalAddresses
natSourceType=direct
natDestinationlIP=
natDestinationType=
destinationPortMapping=
maxUseTotal=
maxUseConcurrent=
authorizeReturnChannel=true
vpn=
synFloodType=timeout_reset
synFloodTimeout=3
synFloodCount=1000
vlianID=x*
allowIcmpReplies=false
qosActive=true
rulePriority=15
maxQueuelLatency=500
gosParamsActive=3000
guarSessBitRateln=
guarSessBitRateOut=
guarRuleBitRateln=
guarRuleBitRateOut=
maxSessBitRateln=
maxSessBitRateOQut=
maxSessPktRateln=
maxSessPktRatelOut=
maxRuleBitRateln=
maxRuleBitRateOut=
maxRulePktRateln=
maxRulePktRateQut=
maxNewSessRateIn=80
maxNewSessRateQut=80
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setTOSDiffServBits=false

brickruleset File

separateBorrowSetting=true
bitTemplate=TO0S
bitPatternBorrow=
bitPatternNonBorrow=
alarmNewSessRate=
alarmRuleBitRate=
alarmRulePktRate=
statInterval=
todActive=false
startTime=00:00:00
endTime=23:59:59
daysOfWeek=127
timeSource=local
toSDiffServMatch=
tepStrict=false
auditSessionkxception=basic
strongTCPSegNumbers=false
tTCPOptions=false
nonStandardOptions=false
enforceTCPTimestamp=true
brickmatch=

rbrFwdAddress=
rbrRevAddress=
rbrFwdRouteBox=Always Route to A1l Hosts
rbrFwdRouteSrcPort=
rbrFwdRouteDstPort=
rbrRevRouteBox=false
sctpActive=false
sctpStrict=true
sctpAllowHostNames=false
sctpAllowUnrecChunkTypes=false
sctpForwardAllow=deny
sctpReverseAllow=deny
sctpForwardAddr=*
sctpReverseAddr=*

sctpPPIDs=0,IUA - 1,M2UA - 2,M3UA - 3,SUA -

4 ,M2PA - 5,V5UA - 6,H.248

J

(]
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brickstatus File

Overview

Explanation

The brickstatus file is a comma-separated list of the status details of each Brick for
which an Administrator has view privileges.

The first line of the file shows the name of each field/parameter.

The following table describes each field in a brickstatus file:

Field Explanation

Name The name of the Brick.

IPAddress The IP address of Brick.

State The current state of the Brick. Possible values ape Tost,
or unhealthy. If the Brick is the standby Brick of a
failover pair, it shows the operational state of the actine a
standby Brick in the pair.

CPU% The percentage of the Brick device CPU currently in use.

Sess% The percentage of the Brick device session cache currently
in use.

ActiveVersion If the Brick is a standalone, this is the version of the Brick
device operating system.
If the Brick device is part of a failover pair, this is the
version of the active Brick operating system.

StandbyVersion If the Brick is part of a failover pair, this is the version of
the standby Brick operating system.

FailoverLabels If this Brick device is part of a failover pair, the label
consists of the last two octets of each Brick device MAC
address, or the values configured by the administrator en| th

Failover tab of the Brick Editor. The label also indicates
which Brick device is active and which is standby.

If this Brick device is not configured as part of a failover
pair, the failover label iNot Configured

PortStatus

The number of ports up and down

MgmtServer

The name of the SMS to which this Brick is currently
homed

260-100-020R9.1
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Field Explanation
Roaming Indicates whether this Brick iSroamind’ from its priority 1
SMS:

e No means it is currently connected to its priority 1 SMS
e Yes means it is currently connected to its priority 2 SMS

Example

The following is an example of a typical brickstatus file:

Name, IPAddress,State,CPU%,Sess%,ActiveVersion,StandbyVersion,
FailoverlLabels,PortStatus,MgmtServer,Roaming
Jjoesbrick,135.222.142.117,Lost,,,9.2.113,,,Up:0 Down:0 Disabled:0,,
radbrick,,Lost,,,9.3.163,,,Up:0 Down:0 Disabled:0,,
[l
3-32
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client license limits File

Overview

Retrieves the client license limits configuration to a file.

Format

The following shows the format of the client license limits file.

licenseFromKey=
groupCount=
groupName[i]=
groupLimitl[i]=
count=
deviceli]=
tepIP[i]=
activeSessionCount[i]=
policy[il=
enabled[i]=
namel[i]=
TicenselLimit[i]=

Explanation

The following table describes each field

in the client license limits file:

Field

Explanation

licenseFromKey

This field shows the total number of client
licenses on the SMS based on the installed
Feature Option keys.

groupCount

This field shows the number of Groups
configured on the SMS.

groupName[i]

i is in the range of 0...groupCount-1.
This field contains the name of the Group.

groupLimit[i]

i is in the range of 0...groupCount-1.

This field contains the number of client

licenses that are allocated to this group.
The sum of the licenses allocated to all
the groups must be less than or equal to
licenseFromKey.
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Example

client license limits File

Field Explanation

count This field shows the number of client
tunnel endpoints in the current group.

device[i] i is in the range of 0...count-1.
This field contains the Brick name of the
TEP.

tepIP[i] i is in the range of 0...count-1.

This field contains the IP address of the
TEP.

activeSessionCount[i]

i is in the range of 0...count-1.

This field contains the number of
currently active client users connected tg
the TEP.

policy[i]

i is in the range of 0...count-1.

This field contains the name of the zone
assigned to the TEP.

enabled[i]

i is in the range of 0...count-1.

This field is true if the TEP is enabled or
false if it is disabled.

name[i]

i is in the range of 0...count-1.
This field contains the name of the TEP.

licenseLimit[i]

i is in the range of 0...count-1.

This field contains the number of client
licenses allocated to this TEP.

The sum of the licenses assigned to all t
TEPs in a group must be less than or
equal to groupLimit for that group.

The following is an example of a typical

client license limits file.

260-100-020R9.1
Issue 7, August 2009



SMS CLI Files

l1icenseFromKey=10100
groupName[0]=groupl
groupLimit[0]=10
groupName[1l]=group?
groupLimit[1]=0
groupName[2]=group3
groupLimit[2]=0
groupName[3]=group4
groupLimit[3]1=0
groupName[4]=groupb
groupLimit[4]=0
groupName[5]=system
groupLimit[5]=5000
groupCount=6

count=7
device[0]=brickl2
tepIP[0]=12.12.12.103

activeSessionCount[0]1=0
policy[0Ol=vpnzonelZca?

enabled[0]=true
name[0]=brickl2ca3
licenselLimit[0]=10
device[ll=brickl2
tepIP[1]=dhcp

activeSessionCount[1]=0
policy[1]=administrativezone

enabled[1]=true
name[1]=brickl2dhcp
licenseLimit[1]=10
devicel[2]=brickl?2
tepIP[2]=12.12.12.253

activeSessionCount[2]1=0

policy[2]=vpnzonel?
enabled[2]=true
namel[2]=brickl2vpnl?
TicenselLimit[2]=10
device[3]=brickl3
tepIP[3]1=13.13.13.253

activeSessionCount[3]1=0

policy[3]=vpnzonel3
enabled[3]1=true
name[3]=brickl3vpn
TicenselLimit[3]=0
devicel[4]1=brickb5
tepIP[4]1=55.55.55.203

activeSessionCount[4]1=0

policy[4]=vpnzonebb

client license limits File
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enabled[4]1=true
name[4]=brick55vpn55
lTicenseLimit[4]1=10
device[5]=model180
tepIP[5]=dhcp
activeSessionCount[5]=0
policy[5]=administrativezone
enabled[5]=true
name[5]=mode180admin
lTicenselLimit[5]=100
device[6]=model180
tepIP[6]1=10.10.10.251
activeSessionCount[6]=0
policyl6]=vpnzone
enabled[6]=true
name[6]=model80tep
licenseLimit[6]=1000

client license limits File
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client tunnel defaults File

Overview
Retrieves the default client tunnel configuration to a file.
Format
The following shows the format of the client tunnel defaults file:
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hostGroup2=
heartBeatInterval=
missedHeartbeats=
idleTimeout=

groupKey=
receiveAnyProposals=
primaryDNS=

primaryWINS=
secondaryDNS=
secondaryWINS=
clientFirewall=
disableFirewall=
allowPasswordSave=
dhGroup=
isakmpEncryptionType=
isakmpAuthType=
ipsecProtocol=
ipsecEncryptionType=
ipsecAuthType=
ipsecSalLifetimeKBytes=
ipsecSalifetimeSec=
ikeV2ipsecSalLifetimeKBytes=
ikeVZ2ipsecSalLifetimeSec=
enablePerfectFwdSecrecy=
enableCompression=
phaselGroupID=
transportMethod=
udpEncapPorts=
encapType=
ikeVIAuthMethod=
ikeV2AuthMethod=
ikeV2PresharedKey=
ikeV2IDType=
ikeV2ID=Virtual Brick Address
ikeV2CertIDType=IP Address
ikeV2EAPSendIDRequest=
allowVpnCerts=
remoteUserIDField=
trafficProtocoll=
localPortsl=
remotePortsl=

enableSA2=
ipsecProtocol2=
ipseckEncryptionTypez=
ipsecAuthType2=
hostIPs2=
trafficProtocol2=
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localPortse=
remotePorts?=
remoteCA[n]=
count=

Explanation

client tunnel defaults File

The following table describes each field in the client tunnel defaults file:

Field

Explanation

heartBeatInterval

The Alcatel-Lucent IPSec Client is programme
to send out a keepalive/heartbeat message at
regularly scheduled intervals to verify that it
still has network connectivity to the other end
the tunnel.

The Brick device that receives the message
generates a message back to the client.

The default is 300 (seconds). The valid range
0-172800.

An entry of zero (0) disables keepalive/heartbe
messageslote: If the Keepalive Interval is set t
a value less than 30 seconds, it can adversely
impact Brick performance as the number of
IPSec clients increases.

missedHeartbeats

This field indicates the number of missed
heartbeat messages that the Brick and IPSec
Client will allow before determining that the
other end is not responding and the tunnel is
taken down.

The default is 3 (missed heartbeat messages).
The valid range is 3-999.

idleTimeout

A client tunnel will time out after a specified
period of time if there is no activity in the
tunnel in either direction. The default is 30
minutes. The valid range is 1-2880 minutes.

userGroupID

Field is not currently used.

userGroupKeyword

Field is not currently used.

of

at
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client tunnel defaults File

Field

Explanation

groupKey

A default group key is generated randomly by
the system. If you are not using digital

certificates to authenticate client users, the key
will be used by all IKEv1 clients users in the
group when they set up a tunnel from their PCs
to the tunnel endpoint. You can change the key

which must contain between 8 and 20 characters.

Valid characters include a -z, A-Z7Z,0 -9, and
the special characters : ; | +*3) <> "% $ #
&

receiveAnyProposals

If this field is set to false, the client parameter
and policy settings must match the TEP settings
exactly for the tunnel to come up.If this field is
set to true, the parameter and policy settings
configured for the TEP are the preferred
settings, but the Brick accepts any combinatio
of settings that the client proposes, provided the
Brick supports those options.

-

primaryDNS
primaryWINS
secondaryDNS
secondaryWINS

If your environment includes DNS and/or WINS
servers, you can enter the the IP addresses of
these servers in the appropriate fields. The
default in each field is 0.0.0.0.

clientFirewall

This field determines whether packets to and
from the client that arenot going through the
tunnel will be passed or dropped. There are
three allowed values:

e pass(allows the packets through the Brick)
e drop (allows no packets through the Brick)

e client (sessions started on the Client will be
allowed out, but nmmew sessions allowed in;
supported by v3.1 of the Client and above)

If you leave the default asterisk in thosts
Behind Tunnel field when setting up a client
tunnel, all traffic will automatically go through
the tunnel. In this case, it does not matter what
you enter in this field.

The value of this field automatically overrides
the firewall setting in the Alcatel-Lucent IPSec
Client, if the two settings are different.

useEnhancedFirewall

Field is not currently used. Set to false.
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Field Explanation

disableFirewall Entering true in this field will disable the
built-in firewall. This feature only works if
using Alcatel-Lucent IPSec Client V6.0.1 or
higher.

allowPasswordSave This field is a convenience for the
Alcatel-Lucent IPSec Client user.

By default, this field is true. This means client
users have the option of saving their password
the first time they enable a tunnel, so that they
do not have to enter it again each time they
enable the tunnel.

If the value is set to false, client users will not
have this option and will have to enter their
password each time they enable a tunnel.

dhGroup This field sets the Diffie-Hellman Group. The
choices are: Group 1, Group 2, Group 5, and
Group 14. The default is Group 2.

isakmpEncryptionType This field sets the encryption type for the IKE
SA proposal. The options are TRIPLE DES CBC
(default), DES CBC, AES CBC 128, AES CBC
192, and AES CBC 256.

isakmpAuthType This field sets the authentication type for the
IKE SA proposal. The valid values are: HMAC
SHAL (the default), AES XCBC (valid only for
the IKEv2 client TEP setting), ANY NOT
NULL, and HMAC MD5.

ipsecProtocol This field sets the protocol for the IPSec SA
Proposal. The default is ESP-50, but this can be
changed to AH-51. ESP-50 provides both
encryption and authentication for every packet
while AH-51 only provides authentication.

ipsecEncryptionType This field sets the encryption type for the first
IPSec SA Proposal. The options are TRIPLE
DES CBC (default), DES CBC, AES CBC 128,
AES CBC 192, AES CBC 256, and NULL
(meaning Null Encryption).
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Issue 7, August 2009



SMS CLI Files

client tunnel defaults File

Field

Explanation

ipsecAuthType

This field sets the authentication type for the
IPSec SA Proposal. The valid values are: HMAC
SHA1 (the default), AES XCBC (valid only for
the IKEv2 client TEP setting), ANY NOT
NULL, and HMAC MD5.

ipsecSalLifetimeKBytes
ipsecSalLifetimeSec
ikeV2ipsecSalLifetimeKBytes

ikeV2ipsecSalLifetimeSec

The Security Association has a lifetime specified
in kilobytes and seconds (set for IKEv1 and
IKEv2 client TEPs, respectively). The defaults
are 14400 seconds (4 hours) and 5,000,000
kilobytes (approximately T1 speed for 8 hours).
You can change the lifetime in seconds to any
value between 120 -157,680,000 seconds
(between 2 minutes and 5 years). You can
change the lifetime in kilobytes to any value
between 1000 - 10,000,000 kilobytes.

You can set the value of this field to 0 to
disable SA expiration.

The Security Association will expire after the
first of the above two lifetimes is reached. The
session will then have to re-key.

enablePerfectFwdSecrecy

By default, this value is false, If it is true, a
second Diffie-Hellman key exchange will take
place during processing. This can improve
security, but it also can impact re-keying
performance.

enableCompression

D

The compression feature only applies when th
tunnel endpoint is a Brick or another device that
supports LZS compression.

If the device is a Brick, it must be equipped
with an encryption accelerator card (either a
Model 50, 150, 350, 500, 700 VPN, 1100A, or
1200). For Bricks with an encryption card, this
feature should be enabled.

Allowed values for this field are true and false
This feature is supported in v3.1 and above of
the Acatel-Lucent IPSec Client.
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client tunnel defaults File

Field

Explanation

phaselGrouplID

The phaselGrouplD is only used by non-Lucent
IP. Sec Client programs. It is used in
conjunction with Group Key (see below) for the
first phase of the IKE negotiation process. If
you are using the Alcatel-Lucent IPSec Client,
you can ignore this field.

D

The default isgatewaygrouplIDIf you are using
a non-Lucent client, you can keep the default or
change it. Whatever value you assign as the
Group ID, you have to use it when configuring
the non-Alcatel-Lucent client.

transportMethod
udpEncapPorts
encapType

These 3 fields define the allowed IPSec
transport methods. Values for transportMethod
are: pureipsec, udpencap, or both. Set to
pureipsec for Pure IPSec (IP type 50/51), set t
udpencap for IKEvl UDP Encapsulation or
IKEv2 NAT Traversal, and set to both if both
Pure IPSec and UDP Encapsulation (IKEv1
and/or IKEv2) are allowed. Values for
encapType are: lucent, natt, or both. Set to
lucent for Pure IPSec or IKEvl UDP
Encapsulation, set to natt for IKEv2 NAT
Traversal, and set to both if both IKEvl UDP
Encapsulation and IKEv2 NAT Traversal are
allowed. The udpEncapPorts field contains a
single port, comma separated list (no spaces),
a range of port numbers to be used for IKEv1
UDP Encapsulation. NAT Traversal
automatically uses the standard port 4500 so it
does not need to be included in the
udpEncapPorts field.

o
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client tunnel defaults File

Field

Explanation

ikeV1AuthMethod

This field specifies the IKEvl Gateway
authentication method. Set the value to key if
the TEP should use the preshared key defined
the groupKey field for IKEv1 client
authentications. Set the value to radius if the
TEP should obtain the preshared key from
RADIUS using the”Per User Preshared Key
(UMA)” feature. If the value is set to radius,
you must specify the IKEv1l Preshared Key
RADIUS Attribute Code in the RADIUS
response attributes for the RADIUS
Authentication Service assigned to the TEP.

ikeVZ2AuthMethod

This field specified the IKEv2 Gateway
authentication method. Set the value to key if
the TEP should use the preshared key defined
the ikeV2PresharedKey field for IKEv2 client
authentications. Set the value to cert if clients
will use X.509 certificate authentication.

ikeV2PresharedKey

A default preshared key is generated randomly
by the system. If you are not using digital
certificates to authenticate client users, the key
will be used by all IKEv2 clients users in the

group when they set up a tunnel from their PCs

to the tunnel endpoint. You can change the key
which must contain between 8 and 20 characte
Valid characters include a -z, A-Z7Z,0 -9, and
the special characters : ; | +*3) <> "% $ #
&

ikeV2IDType

This field specifies the ID Type to be used by

the Gateway for IKEv2 client negotiations when

the ikeV2AuthMethod is key. The allowed
values are IP Address, Email Address, and
Domain Name.

ikeV2ID

v

This field contains the Gateway IKEv2 ID value
of the type specified in the ikeV2IDType field.
This field only needs to be populated if the
ikeV2AuthMethod is key. For certificate
authentications, the ID value is automatically
taken from the certificate. The special value
”Virtual Brick Addres§ may be used when the
ikeV2IDType is IP Address.
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client tunnel defaults File

Field

Explanation

ikeV2CertIDType

This field specifies the ID Type to be used by
the Gateway for IKEv2 client authentications
when the ikeV2AuthMethod is cert. The allowed
values are IP Address, Email Address, Domain
Name, and Distinguished Name. For certificate
authentication to work, the specified ID Type
field must have a value in the certificate
assigned to the TEP.

ikeV2EAPSendIDRequest

This field defines how the Brick device obtains
the Client EAP ldentity. Set to true to send an
EAP ldentity Request to the Client. Set to false
to use the Client IKE ID.

D

allowVpnCerts

Set this field to true to allow IKEv2 clients to
authenticate using X.509 Certificates. A VPN
Certificate must be assigned to the TEP if you
set this field to true. You must also assign a
VPN Authentication Service to the TEP to
specify the attribute checking to be done on
client certificates.

remoteUserIDField

This field defines the attributes from the client’s
VPN certificate that should be used as the
userlD during authentication.Set to email to use
the Email Address attributes, or dn to use the
Domain Name attribute.

trafficProtocoll

The protocol for IPSec SAL1. Allowed values are:
* . icmp, sctp, tcp, udp, or an integer in the
range 1-255.

localPortsl

The local ports for IPSec SALl. Allowed values
are: *, an integer in the range 0-65535, or a
low-high range of integers from 0-65535.

D

remotePortsl The remote ports for IPSec SAL. Allowed valu¢
are: *, an integer in the range 0-65535, or a
low-high range of integers from 0-65535.

enableSA2 Set to true to enable IPSec SA2 or false to

disable it.

ipsecProtocol2

The IpSec protocol for SA2. Allowed values are:
ESP50 or AH-51.
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client tunnel defaults File

Field

Explanation

ipsecEncryptionType2

The Encryption Type for SA2. Allowed values
are: TRIPLE DES CBC, DES CBC, AES CBC
128, AES CBC 192, AES CBC 256, and NULL
(meaning Null Encryption).

ipsecAuthType2

The Authentication Type for SA2. Allowed
values are: HMAC SHA1, AES XCBC, ANY
NOT NULL, HMAC MD5.

hostGroup2

The name of the host group for SA2. Blank if a
value is specified in the hostIPs2 field.

hostIPs?2

Set this field to * if SA2 applies to all IP
addresses. Otherwise, set this field to blank and
specify a host group in the hostGroup2 field.

trafficProtocol?

The protocol for IPSec SA2. Allowed values are:
* icmp, sctp, tcp, udp, or an integer in the
range 1-255.

localPorts?

The local ports for IPSec SA2. Allowed values
are: *, an integer in the range 0-65535, or a
low-high range of integers from 0-65535.

remotePorts?

D

The remote ports for IPSec SA2. Allowed valug
are: *, an integer in the range 0-65535, or a
low-high range of integers from 0-65535.

remoteCA[n]

This field contains the distinguished name
(certificate Subject attribute) of a Certificate
Authority that signs certificates for remote VPN
clients that are allowed to connect to this clien
tunnel endpoint.

—

count

The number of remoteCA[] fields that are
present in this configuration file.

Example

The following is an example of a typical client tunnel defaults file:
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hostGroup2=
heartBeatInterval=300
missedHeartbeats=3
idleTimeout=30
groupKey=v4TCGS2RD5vbCbARNh6JU
receiveAnyProposals=true
primaryDNS=0.0.0.0
primaryWINS=0.0.0.0
secondaryDNS=0.0.0.0
secondaryWINS=0.0.0.0
clientFirewall=client
disableFirewall=false
allowPasswordSave=true
dhGroup=Group 2
isakmpEncryptionType=TRIPLE DES CBC
isakmpAuthType=HMAC SHA1
ipsecProtocol=ESP-50
ipsecEncryptionType=TRIPLE DES CBC
ipsecAuthType=HMAC SHA1
ipsecSalLifetimeKBytes=5000000
ipsecSalLifetimeSec=14400
ikeVZ2ipsecSalLifetimeKBytes=5000000
ikeV2ipsecSalLifetimeSec=14400
enablePerfectFwdSecrecy=false
enableCompression=false
phaselGroupID=gatewaygroupid
transportMethod=both
udpEncapPorts=501
encapType=natt
ikeV1AuthMethod=key
ikeV2AuthMethod=key
ikeV2PresharedKey=v4TCGS2RD5vbChARhEJuU
ikeV2IDType=IP Address
ikeV2ID=Virtual Brick Address
ikeV2CertIDType=IP Address
ikeV2EAPSendIDRequest=true
allowVpnCerts=false
remoteUserIDField=email
trafficProtocoll=*
localPortsl=*

remotePortsl=*
enableSA2=false
ipsecProtocol2=ESP-50
ipsecEncryptionType2=NULL
ipsecAuthType2=HMAC SHA1
hostIPs2=*

trafficProtocolz2=*

client tunnel defaults File
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localPorts2=*
remotePortsz=*

remoteCA[0]=CN=TestCAl,0U=VPN Firewall,0=Alcatel-Lucent,L=Holmdel,ST=
New Jersey,C=US

remoteCA[1]=CN=TestCA2,0U=VPN Firewall,0=Alcatel-Lucent,L=Holmdel,ST=
New Jersey,C=US

count=2
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Overview
Retrieves the specified client tunnel configuration to a file.
Format
The following shows the format of the client tunnel file:
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localTep=

brick=

authService=
authTimeout=
hostGroup=
hostGroup2=

name=

hostIPs=
licenseLimit=
enabled=
useDefaultParameters=
heartBeatInterval=
missedHeartbeats=
idleTimeout=
groupKey=
receiveAnyProposals=
primaryDNS=
primaryWINS=
secondaryDNS=
secondaryWINS=
clientFirewall=
disableFirewall=
allowPasswordSave=
useDefaultPolicy=
dhGroup=
isakmpEncryptionType=
isakmpAuthType=
ipsecProtocol=
ipseckncryptionType=
ipsecAuthType=
ipsecSalifetimeKBytes=
ipsecSalifetimeSec=
ikeVZ2ipsecSaLifetimeKBytes=
ikeVZ2ipsecSaLifetimeSec=
enablePerfectFwdSecrecy=
enableCompression=
phaselGrouplD=
transportMethod=
udpEncapPorts=
debuglevel=
debugSourcelP=
debugUserID=
ikeV1AlTowed=
ikeVZ2AlTowed=
encapType=
useDefaultIKEvl=
useDefaultIKEvZ=

3-50 260-100-020R9.1
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useDefaultRemoteClientID=

client tunnel File

" ikeVIAuthMethod=
ikeV2AuthMethod=
ikeV2PresharedKey=
ikeV2IDType=

ikeV2ID=
ikeV2CertIDType=
ikeVZ2EAPSendIDRequest=true
allowVpnCerts=
remoteUserIDField=
enablePDGAccounting=
defaultDMSAPN=
pdgMCCMNC=
pdglntervalMins=
pdglntervalBytes=
waitForAccountingStart=
enablelawfulIntercept=
trafficProtocoll=
localPortsl=
remotePortsl=
enableSA2=
ipsecProtocol?=
ipseckncryptionType?2=
ipsecAuthTypez=
hostIPs2=
trafficProtocol2=
localPorts2=
remotePorts2=
remoteCA[n]=

count=
skipOverlapCheck=

Explanation

The following table describes each field in the client tunnel file:

Field Explanation

localTep This field contains two pieces of
information separated by a comma and a
space: the Virtual Brick Address of the
TEP and the name of the zone assigned to
the TEP.

brick Enter the name of the Brick containing the
TEP.
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Field

Explanation

authService

Enter the name of the Authentication
Service used to authenticate client users
that connect to the TEP.

authTimeout

Enter the amount of time (in minutes) that
client users will be authenticated. When the
authentication times out, users will be
disconnected. Allowed values are 1 to
2628000 minutes (5 years).

hostGroup

This field specifies the hosts behind the
tunnel endpoint. If you want all outbound
traffic from the client to go through the
tunnel, leave this field blank and set the
hostIPs field to astsrisk (*). Otherwise,
enter the name of a host group containing
specific IP addresses. If you enter a host
group, make sure thelientFirewall field is
set properly. ThelientFirewall field
determines whether traffic to other hosts
(traffic that does not go through the
tunnel)will be passed or dropped by the
Brick.

name

Enter a name for this TEP in this field.

hostIPs

If this field is set to *, all outbound traffic
from the client will automatically go
through the tunnel. Otherwise, a host group
must be specified in the hostGroup field
with specific IP addresses that should be
routed through the tunnel.

licenselLimit

This field sets the maximum number of
active client sessions that are allowed for
this TEP.

enabled

Set this field to true to enable the TEP. If
this field is set to false, clients will not be
allowed to connect to this tunnel endpoint.

useDefaultParameters

Set this field to true if the fields on the
Parameters tab for this TEP should be
updated with the values from the group
Client Defaults when the Client Defaults
are updated.
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Field

Explanation

heartBeatInterval

The Alcatel-Lucent IPSec Client is
programmed to send out a
keepalive/heartbeat message at regularly
scheduled intervals to verify that it still ha
network connectivity to the other end of
the tunnel.

The Brick device that receives the message

generates a message back to the client.

The default is 300 (seconds). The valid
range is 0-172800.

An entry of zero (0) disables
keepalive/heartbeat messagdéste: If the
Keepalive Interval is set to a value less
than 30 seconds, it can adversely impact
Brick performance as the number of IPSe
clients increases.

missedHeartbeats

This field indicates the number of missed
heartbeat messages that the Brick and

IPSec Client will allow before determining
that the other end is not responding and t
tunnel is taken down.

The default is 3 (missed heartbeat
messages). The valid range is 3-999.

idleTimeout

A client tunnel will time out after a
specified period of time if there is no
activity in the tunnel in either direction.

The default is 30 minutes. You can chang

this to any 1-minute period between 1 and

2880 minutes.

groupKey

A default group key is generated randomly

by the system. If you are not using digital
certificates to authenticate client users, th
key will be used by all IKEv1 client users
in the group when they set up a tunnel
from their PCs to the tunnel endpoint.

You can change the key, which must

contain between 8 and 20 characters. Val
characters include a -z, A-Z7Z,0 -9, and
the special characters : ; | +"() <> "
% $# &

3-53
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Field Explanation

primaryDNS If your environment includes DNS and/or

primaryWINS WINS servers, you can ente_r the the IP
darvDNS addresses of these servers in the

secondary appropriate fields. The default in each field

secondaryWINS is 0.0.0.0.

clientFirewall

This field determines whether packets to
and from the client that areot going
through the tunnel will be passed or
dropped. There are three options:

e Pass All(allows the packets through
the Brick device)

e Drop All (allows no packets through
the Brick)

e Pass if Client Initiated(sessions started
on the Client will be allowed out, but
no new sessions allowed in; supported
by v3.1 of the Client and above)

The valid values for this field arepass,
drop, or client.

If you leave the default asterisk in the

Hosts Behind Tunnel field when setting up
a client tunnel, all traffic will automatically
go through the tunnel. In this case, it does
not matter what you enter in this field.

Note: The value you enter in this field
automatically overrides the firewall setting
in the Alcatel-Lucent IPSec Client, if the
two differ.

disableFirewall

Entering true in this field will disable the
built-in firewall. This feature only works if
using Alcatel-Lucent IPSec Client V6.0.1
or higher.

Note: Disabling the firewall also removes
the “Allow Multi-session Protocdl feature
from the client’'s GUI.
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Field

Explanation

allowPasswordSave

This field is a convenience for the
Alcatel-Lucent IPSec Client user.

By default, this field is true. This means
client users have the option of saving thej
password the first time they enable a
tunnel, so that they do not have to enter it
again each time they enable the tunnel.

=

If the value is set to false, client users wi
not have this option and will have to ente
their password each time they enable a
tunnel.

=

useDefaultPolicy

Set this field to true if the fields on the
Policy tabfor this TEP should be updated
with the values from the group Client
Defaults when the Client Defaults are
updated.

dhGroups

This field sets the Diffie-Hellman Group.
The choices are: Group 1, Group 2, Grou
5, and Group 14. The default is Group 2.

o

isakmpEncryptionType

This field sets the encryption type for the
IKE SA proposal. The options are TRIPLE
DES CBC (default), DES CBC, AES CBC
128, AES CBC 192, and AES CBC 256.

isakmpAuthType

This field sets the authentication type for
the IKE SA proposal. The valid values are:
HMAC SHAL1 (the default), AES XCBC
(valid only for the IKEv2 client TEP
setting), ANY NOT NULL, and HMAC
MD5.

ipsecProtocol

This field sets the protocol for the IPSec
SA Proposal. The default is ESP-50, but
this can be changed to AH-51. ESP-50
provides both encryption and authentication
for every packet, while AH-51 only
provides authentication.
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Field

Explanation

ipsecEncryptionType

This field sets the encryption type for the
first IPSec SA Proposal. The valid values
are TRIPLE DES CBC (default), DES
CBC, AES CBC 128, AES CBC 192, and
AES CBC 256, and NULL (meaning Null
Encryption).

ipsecAuthType

This field sets the authentication type for
the IPSec SA Proposal. The valid values
are: HMAC SHAL (the default), AES
XCBC (valid only for the IKEv2 client
TEP setting), ANY NOT NULL, and
HMAC MDS5.

ipsecSalLifetimeKBytes
ipsecSalLifetimeSec
ikeV2ipsecSalLifetimekBytes

ikeV2ipsecSalLifetimeSec

The Security Association has a lifetime
specified in kilobytes and seconds (for
IKEv1l and IKEv2 client TEPs,
respectively). The defaults are 14400
seconds (4 hours) and 5,000,000 kilobyte
(approximately T1 speed for 8 hours). You
can change the lifetime in seconds to any
value between 120 -157,680,000 seconds
(between 2 minutes and 5 years).

(2]

You can change the lifetime in kilobytes to
any value between 1000 - 10,000,000
kilobytes.

You can set the value of this field to O to
disable SA expiration.

The Security Association will expire after
the first of the above two lifetimes is
reached. The session will then have to
re-key.

enablePerfectFwdSecrecy

By default, this value is false, If it is true,
a second Diffie-Hellman key exchange wi
take place during processing. This can
improve security, but it also can impact
re-keying performance.
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Field

Explanation

enableCompression

The compression feature only applies when
the tunnel endpoint is a Brick or another
device that supports LZS compression. If
the device is a Brick, it must be equipped
with an encryption accelerator card (eithe
a Model 50, 150, 350, 500, 700 VPN,
1100A, or 1200). For Bricks with an
encryption card, this feature should be
enabled. Allowed values for this field are
true and false. This feature is supported i
v3.1 and above of the Alcatel-Lucent IPS¢
Client.

=

9%
03

phaselGroupID

The phaselGrouplD is only used by non
Alcatel-Lucent IPSec Client programs. It is
used in conjunction with Group Key (see
above) for the first phase of the IKE
negotiation process. If you are using the
Alcatel-Lucent IPSec Client, you can
ignore this field. The default is
gatewaygrouplD. If you are using a
non-Lucent client, you can keep the defau
or change it. Whatever value you assign as
the Group ID, you have to use it when
configuring the non-Lucent client.
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Field

Explanation

transportMethod
udpEncapPorts
encapType

These 3 fields define the allowed IPSec
transport methods. Values for

transportMethodare: pureipsec, udpencap,

or both. Set to pureipsec for Pure IPSec
(IP type 50/51), set to udpencap for IKEv
UDP Encapsulation or IKEv2 NAT
Traversal, and set to both if both Pure
IPSec and UDP Encapsulation (IKEv1l
and/or IKEv2) are allowed. Values for
encapType are: lucent, natt, or both. Set
lucent for Pure IPSec or IKEvl UDP
Encapsulation, set to natt for IKEv2 NAT
Traversal, and set to both if both IKEv1
UDP Encapsulation and IKEv2 NAT
Traversal are allowed. The udpEncapPort
field contains a single port, comma
separated list (no spaces), or a range of
port numbers to be used for IKEvl UDP

Encapsulation. NAT Traversal automatically
uses the standard port 4500 so it does not
need to be included in the udpEncapPorts

field.

to

n

debuglevel
debugSourcelP
debugUserID

The debugLevel field controls the level of
debugging for the TEP. When tunnel
debugging is enabled, the Brick writes
debug messages in the VPN log, identifie
by zone, tunnel endpoint name, remote
TEP (client IP), and User ID. The availab
choices are 0 (debugging off), 1, 2, and 3
(most verbose). Enter the IP address of ti
remote client machine in the
debugSourcelIP field. Enter a User ID in
the debugUserID field. Valid values for a
User ID are upper/lowercase letters, 0-9,
and certain special characters

(?~'@%$% &-_+=[]). Spaces are allowed.
An asterisk (*) can be used as a wildcard
character to specify a partial User ID.

ikeV1A1Towed

Set to true to allow IKEv1 clients to
authenticate to this TEP.

ikeV2A11owed

Set to true to allow IKEv2 clients to
authenticate to this TEP.

260-100-020R9.1
Issue 7, August 2009

ne




SMS CLI Files

client tunnel File

Field

Explanation

useDefaultIKEv1l

Set this field to true if the fields on the
IKEv1l Gateway tab for this TEP should bg
updated with the values from the group
Client Defaults when the Client Defaults
are updated.

D

useDefaultIKEv2

Set this field to true if the fields on the
IKEv2 Gateway tab for this TEP should bg
updated with the values from the group
Client Defaults when the Client Defaults
are updated.

11

useDefaultRemoteClientID

Set this field to true if the fields on the
Remote Client ID tab for this TEP should
be updated with the values from the group
Client Defaults when the Client Defaults
are updated.

ikeV1AuthMethod

This field specifies the IKEvl Gateway
authentication method. Set the value to key
if the TEP should use the preshared key
defined in the groupKey field for IKEv1l
client authentications. Set the value to
radius if the TEP should obtain the
preshared key from RADIUS using the
”"Per User Preshared Key (UMAYeature.
If the value is set to radius, you must
specify the IKEv1lPreshared Key RADIUS
Attribute Code in the RADIUS response
attributes for the RADIUS Authentication
Service assigned to the TEP.

ikeV2AuthMethod

This field specified the IKEv2 Gateway
authentication method. Set the value to key
if the TEP should use the preshared key
defined in the ikeV2PresharedKey field fo
IKEv2 client authentications. Set the valu
to cert if clients will use X.509 certificate
authentication.

=

11
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Field Explanation

ikeV2PresharedKey A default preshared key is generated

randomly by the system. If you are not
using digital certificates to authenticate
client users, the key will be used by all
IKEv2 clients users in the group when they
set up a tunnel from their PCs to the tunnel
endpoint. You can change the key, which
must contain between 8 and 20 characters.
Valid characters include a -z, A-7Z,0-9,

and the special characters : ; | #9) < >
"% S #H&
ikeV2IDType This field specifies the ID Type to be used

by the Gateway for IKEv2 client
negotiations when the ikeV2AuthMethod is
key, The allowed values are IP Address,
Email Address, and Domain Name.

ikeV2ID This field contains the Gateway’s IKEv2
ID value of the type specified in the
ikeV2IDType field. This field only needs
to be populated if the ikeV2AuthMethod is
key. For certificate authentications, the 1D
value is automatically taken from the
certificate. The special valuévirtual Brick
Addres$ may be used when the
ikeV2IDType is IP Address.

ikeV2CertIDType This field specifies the ID Type to be used
by the Gateway for IKEv2 client
authentications when the ikeV2AuthMethod
is cert. The allowed values are IP Address
Email Address, Domain Name, and
Distinguished Name. For certificate
authentication to work, the specified ID
Type field must have a value in the
certificate assigned to the TEP.

ikeV2EAPSendIDRequest This field defines how the Brick obt